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1 Introduction

The purpose of this document is to provide an overview of the developing library of resources
created by the Bif team in support of the Infectious Disease Unit Type (IDUT) effort. In
acknowledgement of the current pandemic, it has become essential to augment the WMSNIi unit types
to support the data needs of the nursing community. The Bif Team is committed to making data
meaningful through data collection and tracking, as well as the assessment of key data points to
differentiate between infectious disease patients and non-infectious disease patients. For more
information on the specific documents created in support of the IDUT effort, see 2.0 Project
Documentation Overview where there are detailed summaries. To read a document in-depth, click
the heading of each document. This will take you to the portion of the library overview containing the
specific documentation.

2 Project Documentation Overview

2.1 IDUT Environment Setup Document

The purpose of the IDUT Environment setup document is to function as a guide for the
process necessary to view the new IDUT efforts from the cloud setting. The database requirements for
the functionality of the development environment, testing environment, and production environment
are listed in an efficient checklist, including factors such as platform, environment type, security,
routing, and databases, to name a few. To further demonstrate the layout of the environmental
architecture and increase visualization of the proposed environment, an architecture diagram is
included in the document. There are also step by step instructions, including screenshots as a
demonstration, to aid in the creation of the elastic beanstalk environments. The goal of the IDUT
Environment Setup Document is to

Contributors: Michael Gotcher, Marco Roman

2.2 WMSNI IDUT Design Document

The IDUT Design document functions as a written description of the product, which will
inform the reader of the overall architecture of the additional components required to successfully
integrate the new Infectious Disease Unit Type into the WMSNi program. Included in the outline of
the architecture are descriptions of the updated Organizational Management and Patient Management
Data Models. The current models are depicted using graphics and description, followed by a section
presenting the optimized data models, displaying its usages and benefits with updated graphics and
description. For example, the optimized data model includes patient data, employee data and schedule
data, whilst avoiding the issue of Primary Key collisions and removing certain constraints for a more
nimble WMSNi Organization Table. Similarly, the Patient Management Data Model represents the
information pertaining to the current model, whilst expounding upon the benefits, improvements and
issues of the optimized model. The Patient Manager Design focuses on Adding Patient Attributes,
outlines development tasks for folding the new IDUT into the existing structure, and lists new patient

Page 4



Technologies

...making data meaningful
attributes for tracking. The final section, Business Intelligence Design, presents an overview of IDUT
Tracking Data fields, measures and design, including a ward view and a strategic view.

Contributors: Lucas Schamberger, Julius Campbell, Roderick Barnes, Linda Fisher PhD, and
Mike Smith

2.3 WMSNi Business Intelligence OLAP and Reports Module Test Plan

Presented below is the test plan for the Business Intelligence Module. Readers can expect that
each section will clearly explain who should perform the testing, what is being tested, and desired test
results. Most testing sections have been constructed so the user can determine if the module is
functioning as intended. Some portions of the testing may be required to be performed by an
application administrator or by a database administrator; these portions of the test plan if present will
be denoted by the Database Administrator or Application Administrator Avatars as they require
someone with WMSNi database administrative privileges. Examples are:

e Query Execution - running diagnostic queries,
e Result Assessment - assessing the effect of scripts upon WMSNi schema objects

2.4 WMSNi Patient Manager Module Test Plan

Presented below is the test plan for the Patient Manager Module. Readers can expect that each
section will clearly explain who should perform the testing, what is being tested, and desired test
results. Most testing sections have been constructed so the user can determine if the module is
functioning as intended. Some portions of the testing may be required to be performed by an
application administrator or by a database administrator; these portions of the test plan if present will
be denoted by the Database Administrator or Application Administrator Avatars as they require
someone with WMSNIi database administrative privileges. Examples are:

e Query Execution - running diagnostic queries,
e Result Assessment - assessing the effect of scripts upon WMSNi schema objects

2.5 WMSNIi Test Plan Guidance

The collection of WMSNI test plan documents cover multiple testing scenarios, and each step

of the delivery process warrants a different category of testing. This guidance document specifies
recommendations on when to execute each category of testing. The categories are:
e Functional Testing - Testing specific functional changes for each release.
e Regression Testing - Testing the overall application to verify that software which was
previously developed and tested still performs correctly after a release.
e Critical Path Testing - Spot-check testing of key components of the application to
verify that software which was previously developed and tested still performs
correctly after a release.
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2.6 WMSNi 12¢ 2.4.7.0R4 Production Critical Path Test Plan

Presented below is the test plan for the WMSNIi Critical Path is presented in the material that
follows. The Critical Path Test Plan is a high-level test plan to ensure the functionality of major
functions within WMSNIi are performing correctly after routine system changes. Readers can expect
that each section will clearly explain who should perform the testing, what is being tested, and desired
test results. Most testing sections have been constructed so the user can determine if the module is
functioning as intended. Some portions of the testing may be required to be performed by an
application administrator or by a database administrator; these portions of the test plan, if present. will
be denoted by the Database Administrator or Application Administrator Avatars as they require
someone with WMSNi database administrative privileges. Examples are:

e Query Execution - running diagnostic queries,
e Result Assessment - assessing the effect of scripts upon WMSNi schema objects

2.7 IDUT Release Plan

Lorem ipsum dolor sit
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3 IDUT Environment Setup Document

Table of Contents

Environment Requirements (Dev/Test/Prod)
Environment Diagram
Checklist

2 Step by Step Process
2.1 Creating a new hosted zone/domain name
2.2 Create VPC
2.2.1 Create VPC Subnet
2.2.2 Create Internet gateway
2.3 Elastic Beanstalk
2.4 RDS
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Environment Requirements (Dev/Test/Prod)

e Platform: Apache Tomcat 8.5 with Java 8
EC2 instance type
o Not under a high load
o Ask Moises — t2.micro should be fine
o VPC generation
e Environment type (load balancing/single instance)
o Load balancing — routing rules?
m TCP/HTTP traffic: unspecified
o High availability
m  Production only
e Routing
o Route53: yes — new domain name (probably)
m  Production only
m Domain name — ask Roderick
e BrainJack Manpower?
e Security
o Security group rules
m EC2: allow SSH access on port 22
o NACL?
m None
o EC2 subnet type (public/private)
m  No private subnet required
o VPC
m Separate from CIDR range used for BrainJack?
m  Will environments have distinct subnets within VPC?
m New VPC
e All can be in the same subnet
e Only production needs 2 AZ (at least)
e Database
o Oracle 19¢ RDS
o Jarvis2 - default-vpc-7330d114
e CAC-Enabled access
o Application level
e Deployment
o  Multiple WAR files per instance
m wmsni.war
m liferay.war deploys as ROOT
e Version 6.2(?)
m  mondrian.war (if OLAP cube) — BrainJack can also replace
m Birt or BrainJack for reporting
o Liferay “triggers” CAC security
e EC2 instance mods
o Modify tomcat context.xml
o server.xml
o Need SSH access to instances
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Environment Diagram

WMSNi AWS Environment Architecture: Dev, Test, Prod

BIF Technologies | May 1, 2020
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1 Checklist

(1 Register a domain name using Amazon Route 53

a

2 Step by Step Process

2.1 Creating a new hosted zone/domain name

Services — Networking & Content Delivery — Route53 — Registered domains

Choose a domain name

manpowertest

Availability for 'manpowertest.works'

Domain Name

manpowertest. works

Related domain suggestions

Domain Name

globalmanpowertest. com
manpowerdemo.net
manpowerdemo works
manpowertest.com
manpowertest.info
manpowertest.io
manpowertest.nat
manpowertest.org
manpowertest.tv

manpowertesting.com

Add to cart

v

AR N N N N N N N NN

Status

Available

Status

Available

Available

Available

Available

Available

Available

Available

Available

Available

Available
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Price M1 Year

$30.00

Price 1 Year

$12.00

$11.00

$30.00

$12.00

$12.00

$35.00

$11.00

$12.00

$32.00

$12.00

.works - $30.00

Action

Add to cart

Action

Add to cart

Add to cart

Add to cart

Add to cart

Add to cart

Add to cart

Add to cart

Add to cart

Add to cart

Add to cart
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Contact Details for Your 1 Domain

Enter the details for your Registrant, Administrative and Technical contacts below. All fields are required unless specified otherwise. Learn more

My Registrant, Administrative and Technical Contacts are all the same: ® Yes No
Registrant Contact

Contact Type ©® Person v

First Name

Organization @
Email

Phone
Address 1
Address 2

Country
State

City

Postal/Zip Code

Privacy Protection@®  When the contact type is Person

« Privacy protection hides some contact

Enter contact details (admin, technical, etc.)
Note that hosted zone is automatically created

Check your contact details Shopping cart

Confirm that the folowing contact in‘ormation is correct. When you complete your purchase, well use this inormation for al o the domains in your shopping cat O fves

Registrant Contact Administrative Contact Technical Contact manpewerdevworks
Registerfor| 1 v year $30.00
SUBTOTAL $30.00

Monthly Fees for DNS Management

View pricing d

and for the nosted zone that w
Managing DNS for Your New Domain Sl pew Gommein
[fc make teaser for vou fo use Route 53 as the DNS service for your new domain we'l auomaticaly cieate a hosted zone] Thats where you store information about how to route traffic for your domain, for example, to an
Amazon EC2 instance. If you won't use your domain right now:, you can delete the hosted zone. If you wil use your domain, Route 53 charges for the hosted zone and for the DNS queries that we receive for your domain
For more information, see Amazor icing.

Do you want to automatically renew your domain?

When you register a domain name, you own it for a year. If you don't renew your demain name fegisiration,  expires and someone else can register the domain name. To ensure that you can keep your domain n
can choose to renew it automatically
information, see Renewing Registraton

The cost of renewing your domain name i billed to your AWS account. You can enable or disable autamatic renewal at any fime using the Route 53 console. For more

@ Enable () Disable

Enable auto renewal

Order submitted successfully

Your order is being procassed. It might take a little while for your payment to be debitad. If any additional
payment-related steps are required, your billing contact will receive further instructions in an email.

Please reach out to AWS Customer Support if you have any questions about this order.

Success box
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Verify domain name registrant (email)
Create SSL Certificates

Services — Security, Identity, & Compliance — Certificate Manager — Request a certificate

Certificates (2}

AWS Cerificate Manager logs domain names from your certificates into public certificate transparency (CT) logs when renewing certificates. You can opt out of CT logging. Learn more

Request a certificate &, Import a certificate Actions v %" @

« < Viewing certificates 1t04 > »

Name - Domain hame ~ Additional names Status ~ Type ~ Inuse? « Renewal eligibility
» - * brainjack works ‘www._brainjack works. brainjack works Issued Amazon Issued Yes Eligible
» - pundit.works * pundit works Issued Amazon Issued Yes Eligible
» - timecard. works ‘www._timecard. works, * timecard works Issued Amazon Issued Yes Eligible
» - *.brainjackdev.works WA WOrks, Tk Issued Amazon Issued Yes Eligible

« < Viewing certificates 1t0o4 > »

Select public certificate
Request a certificate

Choose the type of certificate for ACM to provide

® Request a public certificate - Request a public certificate from Amazon. By default, public certificates are trusted by browsers and operating systems. Learn more.
Request a private certificate - No Learn more
Add domain names to the certificate
Add domain names (2]

Type the fully qualified domain name of the sile you want to secure with an SSL/TLS certificale (for example, www.example.com). Use an asterisk (%) to request a wildcard certificate to protect several sites in the same domain. For example

* example. com protects www.example.com, Site.example.com and images example com

Domain name" Remove

Add ancther name to this certificate

*At |east one domain name is required

Select DNS validation

Select validation method

Choose how AWS Certificate Manager (ACM) validates your certificate request. Before we issue your certificate, we need to validate that you own or control the domains for which you are requesting the certificate. ACM can validate ownership by
using DNS or by sending email to the contact addresses of the domain owner.

@ DNS validation

Choose this option if you have or can obtain permission to modify the DNS configuration for the domains in your certificate request. Learn more

Email validation

Choose this option if you do not have permission or cannot obtain permission to modify the DNS configuration for the domains in your certificate request. Lean more.

No tags
Review — confirm and request
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Review

Domain name

The names you want to secure with an SSLTLS certificate.

Domain name “manpowerdev.works

Additional name www manpowerworks
Additional name manpowerworks

Validation method

The method AWS uses to validate your certificate request.

Validation method DNS

Validate - for each domain name: create Route53 records
Validation

Create a CNAME record in the DNS configuration for each of the domains listed below. You must complete this step before AWS Certificate Manager (ACM) can issue your ceriificate, but you can skip this step for now by clicking Continue. To
return to this step later, open the certificate request in the ACM Console.

Domain Validation status

~ *.manpowerdev.works Pending validation

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on your DNS service Provider. Learn more.
Name

Type Value
1 1f2c3e1f876512e90I Wworks.

CNAME

_2da826aab7d1e078a8221db39b084322 auiqqraehs acm-validations aws.
Note: Changing the DNS configuration allews ACM to issue certificates for this domain name for as leng as the DNS record exists. You can revoke permission at any time by remeving the record. Leam more.

Create record in Route 53 Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn more.

~ manpower.works

Pending validation

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on your DNS service Provider. Learn more.
Name

Type Value
_f440cc73f719f7bb4935da3b92dc94f manpower works.

CNAME _a04265d690e6457c: auiggraehs. a aws

Note: Changing the DNS configuration allews ACM to issue certificates for this domain name for as long as the DNS record exists. You can revoke permission at any time by remeving the record. Leam more.
Create record in Route 53 Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn more.

»  www.manpower.works

Pending validation

Wait for DNS validation to complete - will be pending until then
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Additional names

rdev.works Manpower.Works, Www.manpower works

Status v

Pending validation

Type

Amazon Issued No

« < Viewing certificates 1t05 >

Inuse? -

Renewal eligibility +

Ineligible

A Validation not complete

The status of this certificate request is "Pending validation". Further action is needed to validate and approve the certificate. Learn more_

Demain

» “.manpowerdev.works
» manpowerworks
» Www.manpower.works

& Export DNS configuration to a file

You can export all of the CNAME records to a file

Details
Type Amazon Issued
Inuse? No
Domain name  *Manpowerdey.works
Number of additional names 2
names works, Www.| P rworks
Identifier 9ba6f71-4493-41d0-8fcc-ce469a341a39
Serial number N/A
Tags

DNS validation complete

Status

Status

Detailed status The certificate was issued at 2020-04-29T20:48:13UTC

Domain

» *.manpowerdev.works
» manpower.works

b www. manpower.works

_‘_,Exporl DNS configuration to a file

Details

Type
In use?
Domain name

Number of
additional names

Additional names
Identifier
Serial number

2.2 Create VPC

Issued

You can export all of the CNAME records to a file

Amazon Issued

No

* manpowerdev.works
2

manpower.works, www.manpower.works
9babff7f-4493-41d0-8fcc-ce469a34fa39
06:28:c5:ec:dc:14:d1:24:fd:d9:3b:20:61:65:70:5f

Services — Networking — VPC — create VPC

Page 14

Validation status

Pending validation
Pending validation

Pending validation

Requested at
Public key info
signature algorithm
ARN

Validation state

2020-04-29T20:44:58UTC

RSA 2048-bit

SHA256WITHRSA
am:aws:acm:us-east-1:512665620159:certificate/9ba677-4493-41d0-
8fcc-ced69a347a3g

Pending

Validation status

Success

Success

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2020-04-29T720:44:58UTC
2020-04-29720:48:13UTC
2020-04-29T00:00:00UTC
2021-05-29T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-east-
1:512665620159:certificate/9babff7f-4493-
41d0-8fcc-ce469a34fa39

None
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AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances. You must specify an IPvd

CIDR block larger than /16. You can oplionally associate an IPv6 CIDR block with the VPC

IPv4 CIDR block™  172.31.0.016 [ ]

IPvE CIDR block ® Mo IPve CIDR Block
Amazon provided IPve CIDR block
IPvE CIDR owned by me

Tenancy = Default -

* Required

Make sure CIDR block is non-conflicting

2.2.1 Create VPC Subnet

W i = 0

dvaiiabilitg Bone  us-6asi-1a - O
WRC CIDAS  giom st States Peasin

Wl CIDR Bog® 0

Feeguiired

Repeat for other AZs as needed

2.2.2 Create Internet gateway
Note: update diagram

AN Intermet gateway 15 3 Wtual reuser al connects a VPG % the Internet. To create 3 new INEmet gateway SPeciy Ihe Rame for thie Gatewaly boiow

Attach IGW to VPC

Create internet gateway [JI-U3iL1 B3N

Q Filter by tags and attribui

Detach from VPC

Name ~ State VPC Owner
Add/Edit Tags
@ Manpower Internet Gateway v dCo attached vpc-07e7b93bet... 512665620159
BrainJack Intemet Gateway igw-96667612 attached vpC-7330d114 | V.. 512665620159
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Select WMSNi VPC
Attach to VPC

Attach an internet gateway to a VPC to enable communication with the internet. Specify the VPC you would like to attach below.

VPC* | wpc-07e7b93bci1addéed

» AWS Command Line Interface command

* Required

Set up route table
Set up route table

€, Filter by tage and atiibanes ar search by keyward
HName = Route Table ID - E‘pllclt Subnet assoclatior Eﬂqe assoclations
* I 0-0580A2 16451942540 4500015

h-DedTiefensdSTacke

ro-Zidad 140

Reoute Table: rib- 18495042548

Summary Rowles Subnet Assaciations Edge AsS0Cialons Route Fropagation

Edit zubnat azzociations

VPC — route tables — routes tab — edit routes
Add route for the new internet gateway as follows:

Edit routes
Destination Target
172.31.0.0/16 local
0.0.0.0/0 - igw-0a1acB00c7 2aac346
Add route
* Required

Subnet associations tab — edit subnet associations
Associate the new subnets (may need to revisit this step)

Page 16
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Route table rtb-059da218453942548 (WMSNi Route Table)

Associated subnets

* Required

2.3 Elastic Beanstalk

subnet-01h8fafc03ae91777

Filter by attribut

subnet-07bedc8c4c544609b

T

earch by

Subnet ID

subnet-07bedc8c4c544603b | WMSNI Public Subnet C

subnet-00486ddfdd417eaasd ASNi Public Subnet A

subnet-01b&fafc03aed1777 | SNi Public Subnet B

subnet-03791d9f0078a3176 | WMSNI Public Subnet D

subnet-0379fd9f0078a3f76

IPv4 CIDR IPvé CIDR

172.31.2.0/24
172.31.0.0/24
172.31.1.0/24
172.31.3.0/24

Services — Compute — EB — applications — create application

Create new EB application

Create new application

Application information

Description

Tags

Apply up to 30 tags. You can use tag

s and is case-s

Ky

Add tag

50 remaining

rward siasn

Value

Create new EB environment

Application [l cnvironments

Environment name A Halth

Diate created

Last modited URL

Page 17

RunAing versions

Remove tag

Cancel

Flattom

subnet-00486ddfdd417eaas

1to4of4

Current Route Table
Main
IMain
Main

Main

Gancel m

to group and filter your resounces. Atag Is a kKey-value pair. The key must be unigue within the

Plattarm stxte Ther name
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Select web server environment

Select environment tier

AWS Elastic Beanstalk has two types of environment tiers to support different types of web applications. Web servers are standard
applications that listen for and then process HTTP requests, typically over port 80. Workers are specialized applications that have a
background processing task that listens for messages on an Amazon SQS queue. Worker applications post those messages to your

application by using HTTP.

o Web server environment
Run a website, web application, or web AP that s
Learn more [

ves HTTP requests.

Worker environment
Run a worker application that processes leng-running workloads on demand or performs tasks on a schedule
Learn more [

Enter environment information

Environment information

Choose the name, subdomain, and description for your environment. These cannot be changed later

Application name

Environment name

Domain

© I - '

Description

Select platform

Page 18
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Platform

© Managed platform
Platforms published and maintained by AWS
Elastic Beanstalk. Learn more [A

Platfarm
Tomcat
Platform branch

Tomcat §.5 with Java & running on 64bit Amazon Linux

Platform version

3.3.4 (Recommended)

Start with a sample application
Application code

© Sample application
Get started right away with sample code.

Upload your code

Upload a source bundle from your computer or copy one from Amazon S3

IMPORTANT: Select Configure More Options

o Managed updates are now enabled by default for new environments on supporting platforms.

Environment configurations

Presets
Siart rom a prese! Mal MAlChes your use CASE OF CROGSS (RS oonfigur

Configualion piesss
Single Instance (Free Tier aigiole)
Fingle Inztance (using Spat Instance)
High avallabiiey
Figh availabilty (using Spal and On. Demand inslances)

© Custom configuration

Platform

Tamcat 8.5 with Java 8 running on S4bit Amazen Linuxd.2.4

Change plattarm version

Modify capacity
Auto Scaling Group

Cancel

1 10 UNSE IECDmMenden valies and se 1he Senioes defiul wies
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Modify capacity

Configure the compute capacity of your environment and Auto Scaling seftings to optimize the number of instances used.

Auto Scaling Group

Environment type
Loadb... ¥

Instances

Min| 1

Max| 1

Fleet composition
Choose a mix of On-Demand and Spot Instances with multiple instance types. Spot Instances are automatically launched at the lowest available price. Learn
more [

© On-Demand instances
Combine purchase options and instances
IMaximum spot price

The maximum price per instance-hour, in USD, that you're willing to pay for a Spot Instance. Setting a custom price limits your chances to fulfill your target
capacity using Spot instances.

On-Demand base

The minimum number of On-Demand Instances that your Auto Scaling group provisions before considering Spot
Instances as your environment scales out.

0

On-Demand above base

The percentage of On-Demand Instances as part of any additional capacity that your Auto Scaling group provisions
beyond the On-Demand base instances.

70 %
Instance type
Instance type

t2.micro w

AMIID
ami-Ocaeeb8co95d8a66d0
Availability Zones
Number of Availability Zones (AZs) to use.
Any v

Placement
Specify Availability Zones (AZs) to use.

Note: AZ options will be handled later in Network settings
Leave Scaling Triggers alone (for now)

Modify Network
Select the VPC
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Modify network

Virtual private cloud (VPC)

VPC
Launch your environment in a custom VPC instead of the default VPC. You can create a VPC and subnets in the VPC management console. Learn more

vpc-07e7b83bcMad46ed (172.31.0.0/16) | VPC WMSNI v C

Your account doesn't have a default VPC for this region. Create default VPC

Select load balancer subnets

Load balancer settings
Assign vour load balancer to a subnet in each Availability Zone (AZ) in which your application runs. For a publicly accessible application, set Visibility to Public
and cho 5

Visibility
Malke your load balancer internal if your application serves requests only from connected VPCs. Public load balancers serve requests from the Internet
Public v

Load balancer subnets

B  Availability Zone Subnet CIDR Name
us-east-1a subnet-D0486ddfdd417eaas 172.31.0.0/24 ]
us-east-1b subnet-01b&fafc03ae91777 172.31.1.0/24 _
us-east-1c subnel-07bedcacdcs44609D 172.31.2.0024 _
us-east-1d Subnet-03791d910078a3(76 172.31.3.0124 ]

Note: subnet D will be ignored. Only there because ALB requires 2 AZs

Select EC2 instance subnets — only one selected for Dev and Test
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Instance settings

Choose a subnet in each AZ for the instances that run your application. To avoid exposing your instances to the Internet, run your instances in private subnets and

oad balancer in public subnets. To run your load balancer and instances in the same public subnats, assign public |P addresses to the instances

Public IP address

Assign a public IF address to the Amazon EC2 instances in your environment

Instance subnets

= Availability Zone Subnet CIDR Name

us-easl-1a subnet-004860dfdd417eaas 172.31.0.0/24 _
us-east-1b subnet-01b8fafc03aes1777 172.31.1.0/24 I
us-east-1c subnet-07Tbedcdcdc544609b 172.31.2.0/24 _

us-east-1d subnet-03791d910078a3176 172.31.3.0/24 _

Enable public IP for instances to allow SSH access later

Modify Load Balancer
Select application load balancer

Modify load balancer

© Application Load Balancer

Application layer load balancer—routing HTTP and HTTPS traffic based on protocol, port, and route to environment processes

Classic Load Balancer
Previous generation — HTTP, HTTPS, and TCP

Network Load Balancer

Ultra-high performance and static IP addresses for your application

Skip secure port/HTTPS access for now (domain name not registered yet)

All other options can be left as default

Modify instances

Do not need to; Elastic Beanstalk automatically creates new security group for instances

Modify security
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Modify security

Service role

Service role

aws-elaslicbeanstalk-service-role

Virtual machine permissions

EC2 key pair

£

AM instance profile

aws-elasticbeanstalk-ec2-role

Should have an EC2 key pair available for this step (needed for SSH access)

Select create environment

WMSNi-Dev

WMSNi-Dev.us-east1.elasticbeanstalk.com (e-wacf8xm5pe) [2
Application name: WMSNi

Health

v/

Green

Successful EB environment creation

Running version

Sample Application

Upload and deploy

2 Refresh ‘ ‘ Environment actions ¥

Platform

&

Tomeat 8.5 with Java 8 running on
64bit Amazon Linux/3.3.4

Save the environment configuration (can be done now or after additional configurations are

applied)
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Environment actions &

Load configuration

Save configuration

3

Swap environment URLS

Clone environment

A A

Restart app server(s)

‘a

in Rebuild environment
I: Terminate environment
I —

Provide configuration name and description

Save Configuration

Save this environment's current configuration

Environment:
Manpower-Dev

Configuration name:
IManpower Dev Configuration

Description:
Initial environment setup for Manpower Dev. Load balanced environment with 1 instance deployed in a VPC public subnet (AZ-A)

Tags
Apply up to 50 tags. You can use tags to group and filter your rescurces. Atag is a key-value pair. The key must be unique within the resource and is case-sensitive. Leam more:
Key Value
Add tag
50 remaining

Save configuration
Domain Name routing

Navigate to Services — Networking & Content Delivery — Route53 — Hosted Zones
Select the appropriate hosted zone for the Elastic Beanstalk environment
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Q, Search all fields
Domain Name

brainjack.works.
pundit.works.
brainjackdev.works.
timecard.works.
manpowertest.works.
manpower.works.

manpowerdev.works.

Select Create Record Set

Back to Hosted Zones

Q, Record Set Name

Name

manpowerdev.works.

manpowerdev.works.

_19e81f2¢c3e1f876512e90b098adfdcba.manpowerdev.works.

Enter record set details

Specify that it is an alias record

X

-

Create Record Set

Any Type v

All Types v
Type~ Record Set Count~
Public 6
Public 4
Public 6
Public 5
Public 2
Public 4
Public 3

Import Zone File

Aliases Only

<

Type Value

Comment

HostedZone created by Route53 Registrar
HostedZone created by Route53 Registrar
HostedZone created by Route53 Registrar
HostedZone created by Route53 Registrar
HostedZone created by Route53 Registrar
HostedZone created by Route53 Registrar

HostedZone created by Route53 Registrar

Delete Record Set Test Record Set

Weighted Only

« Displaying 1 to 3 out of 3 Record Sets .

Evi

ns-856.awsdns-43.net.

ns-1089.awsdns-08.org.

NS -
ns-399.awsdns-49.com.
ns-1789.awsdns-31.co.uk.
SOA ns-856.awsdns-43.net. awsdns-hostmaster.amazon. -
CNAME _2da826aab7d1e078a8221db39b084322.auiqqraeh -

Alias target: the Application Load Balancer for the new Elastic Beanstalk environment
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Create Record Set

Name: manpowerdev.works.
Type: A — IPvd address ¥
Alias: ® Yes No

Alias Target:  dualstack.awseb-AWSEB-9CZ4X4GPI
Alias Hosted Zone ID: Z3553XDOTRQTXTK

You can also type the domain name for the resource. Examples:

- CloudFront disfribution domain name: d111111abcdefd_cloudfront net
Elasfic Beanstalk environment CHAME: example.elasticbeanstalk.com
ELE load balancer DNS name: example-1.us-east-2 elb.amazonaws.com
53 website endpoint. s3-website us-gast-2.amazonaws.com

- Resource record zet in this hosted zone: www.example.com

- WPC endpoint: example.us-easi-2 vpce.amazonaws.com

- APl Gateway custom regional API: d-abcde12345 execute-api.us-west-
2 amazonaws. com

- Global Accelerator DNS name: al12345abc.awsglobalaccelerator.com
Learn More

; Routing Policy: Simple ¥

Route 53 responds to queries based only on the values in this record. Learn
More

Evaluate Target Health: Yes (@ No

To check the DNS name for the ALB

e Services — Compute — EC2 — Load Balancers
Select the load balancer for the environment
Take note of the load balancer name

Load balancer: | awseb-AWSEB-9CZ4X4GPRVBM

Description Listeners Monitoring Integrated services Tags
Basic Configuration
Name awseb-AWSEB-9CZ4X4GPRVEBM
ARN arn:aws.elasticloadbalancing:us-east-1:512665620159 loadbalancer/app/awseb-AWSEB-9CZ4X4GPRVBM/70eff1cb3175d7d 5]
DNS name awseb-AWSEB-9CZ4X4GPRVBM-1151798333 us-east-1.elb.amazonaws.com ea
(A Record)
State active
Type application
Scheme internet-facing

IP address type

VPC

ipvd
Edit IP address type

vpc-07e7b93bciad46ed

The load balancer can be identified by checking its routing

e Listeners tab

e Take note of forwarding rules
e Click on the ID in the rule — should be an target group
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Listener ID Security policy  SSL Certificate  Rules
HTTP : 80 NIA NIA Default: forwarding to awseb-AWSEB-1LERXMMYFUJ4R
am...346355fa0331409% - View/edit rules

Check the target group Targets tab — should see the Elastic Beanstalk instance(s)

Description | Targets || Healthchecks = Monitoring || Tags

The I0ad balancer starts routing requests to a newly registered target s soon as the regisiration Process completes and the target passes the initial healin checks. If demand on your targets increases, you can register aditional targets. If demand on your targets
decreases, you can deregister targets.

Registered targets

Instance ID Name Port Availability Zone Status Description
i-007b08870d01321¢3 Manpower-Dev 80 is-east-1a healthy This target is currently passing target group's health checks

Availability Zones

Availability Zone Target count Healthy?
us-east-1a 1 Yes
Create a CNAME record

Enter www for name
Type: CNAME
Value: load balancer DNS name from earlier

Edit Record Set
Name: www manpowerdev.works. %
Type: CNAME — Canonical name v

Alias: Yes (® No

TTL (Seconds): 300 | im || Sm || 1h || 1d

Value: | b AWSEB-9CZ4X4GPRVEM-
1151798333 .us-east-

1.elb.amazonaws.com -
The doemain name that you want to

resolve to instead of the value in the

Mame field.
Example:

www.example.com

Routing Policy: Simple ¥

Route 53 responds to queries based only on the values in this record. Learn
Mare:

Go back to the new Elastic Beanstalk environment (Services — Compute — Elastic

Beanstalk — new environment — Configurations — Load Balancer
Modify the load balancer
Under Application Load Balancer, select Add Listener
Port: 443
Protocol: HTTPS
SSL Certificate: choose certificate for the domain name used above

o To check: refer to previous steps
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Application Load Balancer listener
Port
443

Protocol
The transport protocol that the load balancer uses for routing incoming traffic from clients.

HTTPS v

Security settings

SSL certificate

* manpowerdev works - 9ba6f7i-4493-41do-sic.. v | C

SSL policy
The Secure Sockets Layer (SSL) negotiation configurafion, known as a security policy, that this
load balancer uses tor tiate SSL connections with clients.

ELBSecurityPolicy-2016-08 v

=]

Apply Changes and the environment will start rebuilding.

Once the rebuilding is completed in order to test that it works simply type in the web address that you

created and see if it routes you to your application.

Forcing Secure SSL connections (HTTPS)

(Services — Compute — EC2 — Load Balancers — Select load balancer — Listeners tab)

Add listener Edit Delete

Default: forwarding to awseb-AWSEB-1LERXMMYFUJ4R

Listener ID Security policy SSL Certificate Rules
s HTTP:E0 N/A NIA
arn._.346355fa0331409% - View/edit rules
HTTPS : 443 ELBSecurityPolicy-2016-08  Default: 90a8ff7-4493-41d0-Efccced69a34fa3g (ACM)  Default: forwarding to awseb-AWSEB-1LERXMMYFUJ4R

arn__ab4dfe76edbaa7bd ~ View/edit certificates View/edit rules

Add action — redirect
awseb-AWSEB-9CZ4X4GPRVBM | HTTP : 80

Listeners belonging to Application Load Balancers check for connection requests using the protocol and port you configure. Each listener must include a default action fo ensure all requests

are routed. Once you have created your listener, you can create and manage additional routing rules as needed. Learn more

ARN
arm:aws:elasticloadbalancing:us-east-1:512665620159 listener/app/awseb-AWSEB-8CZ4X4GPRVBM/70eff91cb3175d7d/3463551a033140%e

Protocol : port
Select the protocol for connections from the client to your load balancer, and enter a port number from which to listen to for traffic

HTTP v - 80

Default action(s)
Indicate how this listener will route traffic that is not otherwise routed by a another rule.

4 Add action w

Forward to._

Retumn fixed response__

Specify the following rule
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Default action(s)
Indicate how this listener will route traffic that is not otherwise routed by a another rule.

1. Redirect to... L]
HTTPS v 443 Criginal value: #{port]
Original host, path, query -
301 - Pemmanently moved -

Switch to full URL

©

4 Add action 4

Save

Test the redirection

Try typing just {domain name} as the URL
Type http://{domain_name}

e Both should redirect to https://{domain_name}

2.4 RDS
Restore database from a snapshot: Services — Database — RDS — Snapshots — System tab

RDS Snapshots
Snapshots

Manual System Shared with me Public Backup service Exports in Amazon S3

System snapshots (34)

Q 1 2
Snapshot name v DB instance or cluster A Snapshot creation time v
rds:bif-interview-2020-04-22-08-34 bif-interview Wed Apr 22 2020 01:34:23 GMT-0700 (Pacific Dayligh...
rds:bif-interview-2020-04-23-08-34 bif-interview Thu Apr 23 2020 01:34:26 GMT-0700 (Pacific Daylight...
rds:bif-interview-2020-04-24-08-34 bif-interview Fri Apr 24 2020 01:34:46 GMT-0700 (Pacific Daylight ...

Select most recent snapshot for jarvis

Under Actions, select Restore Snapshot
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Restore Snapshot
2

Copy Snapshot

on time

J01:34:2] ligh...

Delete Snapshot

Instance specifications
Standard Edition 2
License-included model
t3.medium instance class
No multi AZ

Restore DB Instance

You are creating a new DB Instance from a source DB Instance at a specified time. This new DB Instance will have the default

DB Security Group and DB Parameter Groups.

Instance specifications

DB Engine
Name of the Database Engine

Oracle Database Standard Edition Two
License Model
License type associated with the database engine

license-included

DB Instance Class

C Actions a Take snapshot

>

&

DB I

Sun.

Contains the compute and memory capacity of the DB Instance.

db.t3.medium — 2 vCPU, 4 GiB RAM

Multi-AZ Deployment

Specifies if the DB Instance should have a standby deployed in another Availability Zone.

Yes

O No

Storage type Info

Magnetic

Specify DB instance DB identifier
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Settings

DB Snapshot ID
The identifier for the DB Snapshot

rds:jarvis-2020-04-28-23-10

DB Instance Identifier Info

Network & security

Network & Security

Virtual Private Cloud (VPC) Info

Only VPCs with a corresponding DB subnet group are listed.

Subnet group Info

DB subnet group that defines which subnets and IP ranges the DB instance can use in the VPC you selected

Create new DB Subnet Group v

Public accessibility Info

O Yes
C2 inst: and devices outside of the VPC hosting the DB instance will connect to the D tances. You must :
more VPC security groups that specify which EC2 instances and devices ¢ connect to the DB instanc
No

will not have a public IP address assigned. No EC2 instance or ¢ ces outside of the VPC will be able connect

Availability zone Info

No preference v

VPC security groups  Info

Security groups have rule uthorizing connections from all t EC2 instances and devices that ed to acce the DB tance
© Create new VPC security group

Choose existing VPC security groups

Select WMSNi VPC
New subnet group
Public accessibility: yes?

e Important if public, ensure that DNS resolution and DNS hostnames are both set to
enabled in the VPC console (Services — Networking & Content Delivery — VPC — Your
VPCs)
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VPC: vpc-07e7b93bcflad46ed

Description CIDR Blocks
VPC ID
State
IPv4 CIDR
IPv6 CIDR
DNS resolution
DNS hostnames
ClassicLink DNS Support

Owner

Enable ClassicLink
Edit ClassicLink DNS Support

Flow Logs Tags
vpc-07e7b93bcf1ad46ed

available

172.31.0.0/16

Enabled

Enabled

Disabled

512665620159

If they are not enabled, select Actions — Edit DNS resolution/hostnames

Delete VPC
Edit CIDRs

42a553220957e
Fb93bcf1addBed
Dd114

[ ] Create flow log
Edit DHCP options set
Edit DNS hostnames
Add/Edit Tags
New VPC security group

Note: this may need to be revisited (the public accessibility)

Database options
Database options

Database Name Info

Name of a database to create when the DB Instance is created.

bifdevdb

Database Port

Port number on which the database accepts connections.

1521

DB parameter group Info

default.oracle-se2-12.1

Option Group Info

default:oracle-se2-12-1

Defaults are fine

Name: bifdevdb (where does this show up?)
Note: this may need to be revisited (are the defaults fine)

Logs & Maintenance
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Log exports

Select the log types to publish to Amazon CloudWatch Logs

Alert log
Audit log
Listener log

Trace log

IAM role

The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS Service Linked Role

Maintenance

Auto Minor Version Upgrade

Specifies if the DB Instance should receive automatic engine version upgrades when they are available.

O VYes
No

Restore DB Instance

Upgrade DB Engine Version: 19c

Select the new database in the RDS console: Services — RDS — Databases

Select Modify

Summary

DE identifier

Role

Instance

Select Oracle 19

cPU
1.00%:

Current activity

0 Connections
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Modify DB Instance: wmsnidevdb

Instance specifications

License model
License type associated with the database engine

license-included

DB engine version
Version number of the database engine to be used for this instance.

Oracle 19.0.0.0.ru-2020-01.rur-2020-01.r1 (default)

DB instance class
Contains the compute and memory capacity of the DB instance.

db.t3.medium — 2 vCPU, 4 GiB RAM

Multi-AZ deployment
Specifies if the DB instance should have a standby deployed in another availability zone.

Yes

O No

Storage type

Magnetic

Allocated storage

110 GiB

This instance supports multiple storage ranges between 110 and 3072 GiB. See all

Leave all other settings alone
Worth revisiting (magnetic vs SSD storage?)

Summary of modifications
Select apply immediately for scheduling
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Summary of modifications

You are about to submit the following modifications. Only values that will change are displayed. Carefully verify your changes and click

Modify DB Instance.

Attribute Current value
Deletion

. Disabled
protection
DB engine 12.1.0.2.v19 (Oracle
version 12.1.0.2.v19)

New value

Enabled

19.0.0.0.ru-2020-01.rur-2020-01.r1 (Oracle 19.0.0.0.ru-2020-
01.rur-2020-01.r1)

Scheduling of modifications

When to apply modifications

Apply during the next scheduled maintenance window

Current maintenance window: sat:06:00-sat

O Apply immediately

:09:00

The modifications in this request and any pending modifications will be asynchronously applied as soon as possible, regardless of the
maintenance window setting for this database instance.

e Potential unexpected downtime

If you choose to apply changes immediately, please note that any changes in the pending modifications queue
are also applied. If any of the pending modifications require downtime, choosing this option can cause

unexpected downtime.

The DB status will change to Upgrading in the RDS console until the upgrade is complete

Instance Oracle Standard Edition Twao us-east-1b db.a3.medium @ Uparading
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Application deployment

4 WMSN1 IDUT Design Document
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1 Organization Management Data Model

In response to the COVID-19 pandemic, WMSNIi requires the addition of Infectious Disease
units and an Infectious Disease Unit Type (IDUT). WMSNi must be capable of quickly adding and
maintaining these units. Currently, WMSNi supports only Graphical User Interface (GUI)
maintenance of organization data. The addition of an import/export option will enable speedy and less
error-prone introduction of units into WMSNi. Enabling import/export will require modification of
the data model concerning Organizations in WMSNi.

The addition of an import/export option to WMSNi organizations will require a way to
uniquely identify an organization both without and within the context of the WMSNi database.
Currently, an organization is uniquely identified by an integer which has guaranteed uniqueness only
within the context of the WMSNi database. A Universally Unique Identifier (UUID) is capable of
guaranteeing uniqueness in all contexts. The organization data model must be modified to include a
UUID to avoid organization "collisions" when moving them from one context to another.

1.1 Current Model

The WMSNIi Organization table (wmsnoltp.organization) stores organization data for
WMSNi. The table serves data for many parts of the application, including patient, employee, and
schedule management. The records in the table are uniquely identified by an INTEGER as the
Primary Key (organization id).

1.1.1 Current Model Issues

Each organization is uniquely identified by an integer. An integer can uniquely identify an
organization only within the context of the WMSNIi database. This limitation makes it difficult to
define, import and export organizations between multiple contexts.

1.1.2 SQL ERD
The SQL Model of wmsnoltp.organization and related tables is below:

WMSNOLTF.ORGANIZATION A WMSNOLTFR.O TION_HIST 4
B CREANIZATION IB HUMBES 38) B ORGANZATION IO HUMBER (38}
* BEG LM TIMESTAMP (3] WITH LGCAL TIME ZONE P * BEG_DTH TIMESTAMP {2} WITH LOCAL TIME ZOHE
F * AUD_BEG_EMP * END_DTM | WITH LOCAL TIME ZONE
* AUC_BES_DTM OCAL TIME ZOWE * AND_BEG_EMP
U+ ABER * ALD_END_EMP
U+ NAME * AUD_BEG_NTM ’ | WITH LOCAL TIME ZONE
* ORG TYPE * AUD_END DM ; IITH LOCAL TIME ZONE
* ZONEINFD U * ABER )
* CONUS U T NAME
LIF* PARENT _ORGANIZATICH 1D * ORG_TYPE
(LY * ZONEINFT
U DMIS Ik * CONUS
U APC W PARENT ORGANIZATION_ |ID
MEFRS vic
F o URIT_TYRE D NUMBER, {38 UoDMIEID
SHIFT TVPE HNUMBER (2} T
UM BEDS NUMBER, {3} MEFRS
Y START_MINUTES NUMBER UNIT_TYoE D
ENTRY_GRACE_MINUITES NUMBES SHIFT_TYPE
CiTY W BYTE} HUM_BEDS
STATE Ll BYTE} Dk START_MIMUTES
SORT ORDER HNUMBER {5} ENTRY_GRALCE MINUTES
REMARK (1000 BYTE} any
FOF_CONTROL STATE
U CHOS WARD_NAME SOAT_ORDER
U cHES MTE D : REMARK
& CORGANIZATION_FY (GRGANIZATION_ D) LAST ACTIVE
& ORGANIZATION UKL |ASER, PARENT ORGANIZATION ID) &, ORGANIZATION_HIST_P¥ (ORGANIZATION IO, BES_DTM)
@ ORGANIZATION UK [NAME, PARENT CRGANIZATION_ D) le— < ORGANIZATION HIST UKL [ABER, PARENT ORGANIZATION ID, BEG_DTM)
@ ORGANIZATION UK [DMIS_D, AFCH & CORGANIZATION_HIST UK3 [NAME, PARENT_ORGANIZATION I3, BES_DTM)
& CRGANIZATION_UKA [UIC)H H QORGANEATION HIST UKD [DMIS_ID. APC, BEG_DTM)
VAR I T O e TRl G HE S ARD N CRGANIZATION HIST IFKL [PARENT ORGANIZATION_ D, BEG_DTM)
4 GRGANIZATION FAL (AUD BEG EMP) ARGANIZATIEN HIST IFK2 [UNIT TYPE (D, BES_GTM)
& DRGANIZATION FEL (PARENT ORGANZATION I0) ORGANZATION HIST TL (BEG_DTM)
& ORGANIZATION_FK2 [UNIT_TYPE_ID) ORGANZATION HIST T2 {END_OTH)
CRGANIZATION_IFKL [PARENT ORGANIZATION |0} ORGANIZATION_HIST_IXL [REMARK. BEG_DTM)
LA s Il o ) - ORGANZATION HIST_IX2 (ARC, BEG_CTM)
AL nTEETeT ORGANIZATION_HIST_LUKL (ABBR, FARENT_ORGANIZATION IR, LAST_ACTIVE)
rCAN Aol Bl IRE T ORGANIZATION HIST_LUK? {NAME, PARENT ORGANZATION 1D, LAST ACTIVE]
Ercmro b ) e g s
U ORGANIZATION_FX (DRGANIZATION_ID] _HIST G- LAs T )
L1 IRGANIZATIOM UKL AR B, EAREMT. ORGAMIZATION, I0) U IRGANIZATIGN_HIST PR (GRGANIZATION |5, BEG_DTM)
L CRGANIZATION UK2 |HAME, PARENT DRGANIZETION ] V) ORGAMZATICN HIST UKL (ABBR, PARENT ORGANIZATION D, BEG_DTH}
L GRGANIZATION UKD [OMIS |0, APCH - W ORGANZATION HIST UK2 [MAME, PARENT CRGAMIZATION 1D, BEG_DTM)
b e e e ! U ORGANZATION_HIST_UK3 [DMIS_ID, APC, BEG_DTM} )
) G T O e 3o M [ (R ) U ORGANZATION_HIST_UKA (UIC, CASE WHEN “UIC* 15 NOT NULL THER *BEG_TTM® END)
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1.2 Optimized Model

The WMSNi Organization table (wmsnoltp.organization) must be modified so that
organizations can be identified by a UUID. In an optimized model, the integer-based unique identifier
(primary key) would be replaced with a UUID in all places where organizations are referenced within
the WMSN!1 application.

1.2.1 Issues
1. Organizations are referenced via foreign key relationships in nearly every aspect of the
WMSNIi application. Every aspect of the application affected by this modification must be
evaluated to assess impact.
2. Some aspects of the application may require modification to accommodate the new data type
used to reference organizations.

1.2.2 Actions
Phase 1. Create a UUID data type organization record identifier on the organization table
(Candidate Key). Allow the existing integer-based primary key to remain and function as
it does currently. This will lessen the impact to the existing application.
Phase 2. Cascade the data and data type to foreign key references, reports and application code in
order to assess and address the impact to the application.
Phase 3. Remove original Integer Primary Key from organization table.

1.2.3 Results

TR.ORG N WMSNOLTP.ORGANIZATION HIST
F* ORGANIZATION 1D NUMBER {38) Bt ORGANEZATION 1D NLUMBER (28]
* BEG_OTM TIMESTAMP (%] ¥WITH LOCAL TIME ZOME P * BEG_DTH TIMEST; } WITH LOCAL TIME ZOME
F * AUD_BEG_EMP NUMBER {381 * END_DTM TIMESTAMP |3} WITH LOCAL TIME ZOWE
* AUD BEG_DTM TIMESTAMP (%] WITH LOCAL TIME ZOME * B0 BEG_EMP HUMBER (38}
U+ ABBR WARCHARZ (10 BYTE} * AUD_END_EMP NUMBER (38}
U+ HAME * AUD_BEG_DTH
* ORG_TYPE * BMD_END_DTM
* ZOMEINFO U * ABBR
* CONUS U v MAME
LIF = PARENT_ORGANIZATION IO NUMBER * ORG_TYPE
T VARCHARE (6 BYTE) * ZONEINFE
L CMIS 1D WARCHARD (4 BYTE) * CONUS
L APC WARCHARZ (4 BYTE) U ¢ PARENT_ORGANIZATION D
MEPRS WARCHARZ (5 BYTE) vic
F  UNIT_TYPE_ID NUMEBER |3 U DMISID
SHIFT_TYPE NUMBER U APC 3
NUM_BEDS NUMBER MEFRS VAR {6 BYTE)
DY _START_MINUTES NUMBER UNIT_TYPE_ID HUMBER (38}
ENTRY_GRACE_MINUTES NUMBER |5} SHIFT_TYPE HUMBER (2}
ary HUM_BEDS NUMBER (3}
STATE Day_START_MINUTES MUMBER (5)
SORT_ORDER ENTRY_GRACE_MINUTES NUMBER (53
REMLARK, aTy VARCHARZ (20 BYTE)
POP_CONTROL STATE VARCHAR?Z {10 BYTE}
U CHCS_WARD_NAME SOAT_ORDER HUMBER (5}
U CHCS MTF D WARCHARZ (10 BYTE| REMARK WARCHARZ (1000 BYTE)
U ORGANIZATION_IDEK WARCHARZ (100 BYTE) LAST_ACTIVE i
B ORGANIZATION_P% (DRGANIZATION_IC| Gl Sl e -
& DRGANIZATION UKL [ABER, PARENT ORGANIZATION ID) l— 8 ORGANIZATION HIST_F (DRGANIZATION D, BEG_OTM)
& DRGANIZATION UK2 [MAME, PARENT_CRGANIZATION D) & ORGANIZETION HIST_UKL [ABBR, PARENT ORGANIZATION 1D, BEG_DTME
& DRGANIZATION_UKY [DMIS |G, APC) & ORGANIZATION HIST UKD [MAME, PARENT ORGANIZATION I3, BEG_BTM)
& DRGANIZATION UK (U} A ORGANZATION HIST _UKI [DMIS 1D, APC, BEG_DTM}
@ ORGANIZATION_LUKS [CHOS_MTF,_ID CHES. WARD_HAME) GRGANTZATION HIST IFK1 (FARENT ORGAMNIEATION |, BEG_TM)

SN T e M TIET WA ) ORGANGZATION_HIST_IFK2 [UNIT_TYPE_ID), BEG_DTM)

o ORGANIZATION_FAL (AUD BEG_EMP) ORGANZATION_HIST IT1 (BEG_GTM)
£ QRGANIZATION_FK1 (PARENT_QRGAMEZATION_ID) QRGANEATION_HIST_IT2 (EMD_DTM}
& DRGANIZATION_FK2 {UNIT_TYPE_ID) QRGANGZATION_HIST_IX1 IREMARK, BEG_DTM)

ORGAMIZATION HIST_IX3 [APC, BEG_DTM)
ORGANIZATION_HIST_LUKL (AEER. PARENT_ORGANIZATION |D, LAST ACTIVE)
ORGANIZATION HIST LUKZ (NAME, PARENT ORGANIZATION ID, LAST ACTIVE)
ORGANIZATION HIST_LUKS (SIS 10, APC, LAST ACTIVE)
ORGANZATION_HIST_LLIKA (LIC, LAST_ACTIVE]

U ORGANZATION HIST_PE (ORGANIZATION |0, BEG_DTM)

U ORGANIZATICN HIST UKL [ABBR, PARENT ORGAMIZATION 1D, BEG_DTHM:

U ORGANIZATION_HIST_UKZ [MAME, PARENT ORGANIZATION_IC: BEG_DTM)

U ORGANIZATION_HIST_UK3 [DMIS_ID, AFC, BEG_DTM)

U ORGANIZATION_HIST_UKA [UIC, CASE WHEN “LIC" IS NOT NULL THEN "BEG_DTM® EMO)

CREANIZATION_IFKL IPARENT_ORGANIZATION_|D)
DRGANIZATIGN_IFKZ [UNIT_TYPE_ID

DRGANIZATION IT1 (BEG_DTM)

DRAGANIZATION X1 [REMARK]

DRGANIZATION_IX2 [ARPC)

DRGANIZATION_PE (CRGANIZATION 1D

DRGANI ZAT 1Ofd_UKL [ABBE, WRENI_{JHMNIZAIIUN_IIJ.\
ORGANIZATION_LIK2 [MAME, PARENT_CRGANIZATION_|D)
ORGAHIZATION_UK3 [OMIS_ I, APC)

ORGANIZATION LKA [UIC)

DRGANIZATION_UKS [CHCS_MTF_ID, CHES_WARD_NAME)
DRGANIZATION LIKE [ORGANIZATION IDCK]}

e

¥

Page 39



Technologies

...making data meaningful

2 Organization Manager Design

v

v

Organization Manager
ver2450R1

User: Dr. Linda Fisher
2020-Apr-29 11:54:29 CST

¥ RHC Atlantic

Blanchfield Army Community
Hospital
> Blanchfield Medical/Surgical
Section
Bianchfield LABOR & DELIVERY
Blanchfield MOTHER BABY UNIT
ianchfieid Post Anesthesia Care

Eisenhower Army Medical Center
¥ Eisenhower Intensive Care Section

TERMEDIATE
v
Eisenhowers Intensive Care
Unit
» Eisenhower Medical/Surgical
Section

> Eisenhower Psychiatric Section

The availability of these buttons in the user
interface is determined by WMSNi’s role-

Permission is granted by adding records to
the table WMSNOLTP.ROLE. The records
would have a CATEGORY value of
USER_INTERFACE_ELEMENT. One role would
have the name OrganizationManager.Import
and the code value UIORGIMP. The other
would have the name
OrganizationManager.Export and the code
value UIORGEXP.

These buttons will likely be available to just
the support team.

. It must support hierarchical editing of infrastructure.

» RHC Central = — -

» RHC Europe . The editor must limit the types of the organization to
» RHC P: RMC, WARD, MTF, BRANCH, MACOM, and SECT.

~

. The editor must support the generation of a GUID for
the organization identifier.

Organizations cannot be removed under certain conditions:

— W o row . P e
VSN ’ Browser . ; based security. Users that do not have the i)  The new model removes an organization (e.g., a sub organization) that has
Sel‘i:;a‘loisenhower LRaEsie Canl: requisite permissions will not see them. personnel associated with it.
v » NCR = ii)  The new model would remove an organization unit for which there are

patient location records.

Additionally an organization (e.g., a Med/Surg IDUT) that has been authored
or edited in Organization Editor can only be imported per the compatibility

matrix rules shown below.

Agency [ Major
Branch Command

Major
Command

Region

MTF

» Ireland Army Community Hospital

> Keller Army Community Hospital An editor for WMSNi organizations is valid if An MTF can be added to a Region but not to a Major Command. A ward can
: M”‘;,:l",‘:.':fmc"é"a'?n'ﬂ.'.‘:;":ﬂ:‘!w it fulfills the following requirements. be added to a section or directly to the an MTF.

» Winn Army caymmunity H:splmr The editor must provide a way to create a new

A organization and subunits.

. The editor must support editing the abbreviation,
name, organization type, DMIS ID, MEPRS, APC, and
unit type.

. The unit types that can be assigned to an organization
unit are limited to Labor and Delivery (LDP), Intensive

Export Import

Care (ICU), Medical/urgical (M/S), Neonatal Intensive
Care (NIC), Labor and Delivery (LAD}, Medical/Surgical
for Infectious Disease (MSl), and Intensive Care Unit
for Infectious Disease (ICl).

3 Patient Management Data Model

3.1 Description
WMSNI requires the ability to identify patients who require treatment specific to infectious
disease. To meet this requirement, we are (1) adding Infectious Disease Service Types to the Patient
Service Type field, and (2) adding an Infectious Disease Status field.
Infectious Disease Service type:
a. Infectious Disease-ICU
b. Infectious Disease-M/S
Infectious Disease Status:
Quarantined - Due to Contact
Isolation - With Symptoms
Tested Positive - Quarantined
Tested Positive - Discharged
Recovered - Hospitalized
Recovered - Discharged
g. Death - During Hospitalization
The above will be added to the List of Values table (wmsnoltp.lov) using an INSERT
statement based on the following table to populate the drop-down list.

-0 Q0T

LOV_ID List Value Name Sort Order

Description

# Infectious Disease |COV1 |Quarantined - Due to
Contact

Quarantined - Due to Contact: patient had 10
contact with known transmittable infectious
disease
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# Infectious Disease |COV2 |Isolation - With Isolation - With Symptoms: patient 20
Symptoms displaying symptoms of infectious disease

# Infectious Disease |COV3 | Tested Positive - Tested Positive - Quarantined: Patient 30
Quarantined quarantined based on positive test for

infectious disease

# Infectious Disease |COV4 |Tested Positive - Tested Positive - Discharged: patient 40
Discharged discharged with positive test and self
isolation instructions
# Infectious Disease |COVS |Recovered - Recovered - Hospitalized: patient recovered |50
Hospitalized from known infectious disease as evidenced

by negative test protocol while hospitalized

# Infectious Disease |COV6 [Recovered - Recovered - Discharged: Infectious Disease |60
Discharged patient recovered and discharged

# Infectious Disease [COV7 |Death - During Death - During Hospitalization: patient with |70
Hospitalization Infectious disease diagnosis died while

hospitalized due to disease complications

New Unit Types need to be inserted into the Unit Type table (wmsnoltp.unit type).
There will be one Infectious Disease Unit Type using the Intensive Care Unit (ICU) staffing model
and one using the Medical Surgical (M/S) staffing model.

Code Category Indirect Patient Default Workload  Description

Care Baseline Points type

Multiplier Points
Infectious IDC |GENERAL |1.694 0 22 ASSESSED | Infectious Disease Unit Type using | 100
Disease-ICU Intensive Care Unit staffing model
Infectious IDM |GENERAL |1.658 0 22 ASSESSED | Infectious Disease Unit Type using [ 101
Disease-M/S Medical Surgical staffing model
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3.1.2 Results
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4 Patient Manager Design

4.1 Adding Infectious Disease Service Type

A Service Type is an attribute of a patient to identify the type of care the patient receives.
Within the WMSNI data model, a service type is equivalent to a unit type applied to a patient record.
The new unit types for organizations will be able to be applied to patients so that they can be
identified as “Infectious Disease” patients even if they are transferred outside an Infectious Disease
unit.

When a patient is admitted, the Service Type: Infectious Disease (ICU) or Infectious Disease
(Med/Surg) must be selected from the drop down and this patient will be tracked as an Infectious
Disease patient. The new Service Types are based on a pre-existing Staff mix for Med/Surg and ICU.
This assignment requires no new functionality and is folded into the current Patient Manager interface
elements, seen below.
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= Patient M.
- Qi il B

er Dt Linds Fisher
TRy s csTR ez Enter Patient Encounter Inormaton

Selected: Test 10U WARD
» Region D (Deactivated) -
v zzzTest
¥ Test Army Community Hospital
Test IGU WARD.
Test LAD WARD
Test M/S WARD.

Start by selecting the Patient Type

Test MBU WARD +Patient Type: | INPATIENT *Start Date: | 2020-03.23
» Test Army Medical Genter
» Train/Test Walter Reed NMMC Patent Number. 000001310 ‘StanTme: 1530
» WMSNi Test MTF - Alpha
» WMSNi Test MTF - Bravo “Patent Name: (\:‘ Fup status: | "NONE™ v

- . *Gender | *Unset” v MTF. Test Army Community Hospital

17 of 11 4 " “Date of Birth Curent Ward: | Test ICU WARD

p— Rogowars  Admission Gty Staus: | NONE® v “servce Tyoe:Intensive Gare 12

Test2aHR 000001233 ADMITTED
msip22 000001133 ADMITTED ros
Labor and Delivery in LDRP
copiz 00000114 ADMITTED
cop42 000001152 ADMITTED Intensive Care
corps2 000001153 ADMITTED X X
Medical/Surgical
carpez 000001154 ADMITTED

cePT2 000001155 ADMITTED Neonatal Intensive Care
Newborn Nursery

Obstetrics (Ante/Postpartum)

Pediatrics

Psychiatric

Infectious Disease (ICU)

Infectious Disease (M/S)

4.1.1 Development Tasks

The development effort follows the existing Unit Type model to create new Infectious Disease
Unit Types and to fold them into the existing structure. Specifically records will be added to the Unit
Type table. Both the ward types and service types (See Appendix for a list of unit types/service types)
are based on that data and will be updated immediately. The staffing model of the new Unit Type will
be based on a previously established skill mix. A current skill mix will be utilized in order to shorten
time to delivery of the new types. The screenshot above shows a mockup of how the new Service
Types could appear in Patient Manager.

4.2 Adding Infectious Disease Status Patient Attribute for Tracking

WMSNi requires the ability to not only identify patients with Infectious Disease Service
Types but also to track their Infectious Disease Status. To satisfy this requirement, a new patient
attribute to track Infectious Disease Status is also being developed. This attribute requires a new data
field on the patient record, seen in the previous data models. The Patient Manager user interface will
require a new drop-down list for this attribute.

4.2.1 Development Tasks
The purpose of this attribute is to track Infectious Disease case progression and outcomes.
The proposed statuses can be modified to meet customer requirements. The current statuses are:
Quarantined - Due to Contact
Isolation - With Symptoms
Tested Positive - Quarantined
Tested Positive - Discharged
Recovered - Hospitalized
Recovered - Discharged
Death - During Hospitalization

NoGahwh =
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ver2450R1 > .
. User: Dr. Linda Fisher et New Encounter Info Transfar Discharge

2020-Mar23 18:07:28 3T Edit Patient Information

[~ WSN
Selected: Test ICU WARD
¥ MEDCOM
» NCR
» RHC Atlantic
» RHC Central
» RHC Europe
» RHC Pacific
» Region D (Deactivated) Patient Number: ‘Start Date:
¥ zzzTest . P
¥ Test Army Community Hospital Fatient Name Stan Time
Test ICU WARD - Gender: | Female v FMP Status: | "NONE® v
Test | AD WARRD
Date of Birtn wTF: | Test Army Community Hospital
[~ WMSN Patient
Casualty Status: | "NONE™ v Ward:
] ] 17 0f 11 3 M
- Infactious Disszse: (@ Yes (O No Service Type: | *UNSEr v
Name Registrar # G Infactious Dér:‘taza “NONE* v
us:
Test 24HR 000001233 ADMITTED Quarantined - Due to Contact
MSIF22 000001133 ADMITTED Isolation - With Symptomg
copiz 000001148 ADMITTED Tested Positive - Quarantined
cciPaz 000001152 ADMITTED Tested Positive - Discharged
cepsz ao0onse ADMITTED Recovered - Hospitalized s || Gancel Admission = Gancel Transfer | = Gancel Discharge
cciPe2 000001154 ADMITTED Recovered - Discharged
ceiPT2 000001155 ADMITTED Death - Durina Hospitalization

5 Business Intelligence Design

5.1 Description

In addition to all of the typical WMSNi measures, i.e. NCH Required, NCH Available,
Length of Stay and Acuity we have created new IDUT data fields to track infectious disease patients
and workload. The fields laid out above will identify patients as well as wards that are relevant to
infectious disease. We will provide a unit (ward) view of patients that is tactical in nature, giving a
current count and the breakout of statuses and details. For a more strategic view at any organizational
level (ward, section, MTF, Region, MEDCOM) we want to provide tracking over time, with several
strategic values to understand the demands and progress over time of the infectious disease patients.
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5.1.1 Ward View

The Ward View of infectious disease patients (Infectious Disease Unit Status Report) is to
give the User a tactical view of the current situation on a ward. This includes total count of infectious
disease patients, a breakdown of the status of those patients and patient details. The detail table
currently includes Length of stay, current NCH, and Days of Ventilation.

WMSNI_COVID_Chart 001 WMSNi_COVID_Chart_002

= DHA Org Tree

B RHC Europe
RHC Central Infectious Disease Patient Count Infectious Disease Status

© RHC Pacific - L !

RHC Atlantic unknown

Quarantined -
., Due to Contact
Recovered -
Discharged

B Region D (Deactivated)
S Walter Reed Amy Medical Center
Walter Reed Post Anesthesia Care Unit
& Walter Reed SNNS Section
Tested
Positive -
Discharged

Walter Reed SURGICAL WARD 68
Walter Reed NEUROSURGERY WARD 58
Walter Reed UROLOGY WARD 65

Walter Reed ORTHOPAEDICS WARD 57

Infectious Disease Statu

Walter Reed MPNS Section Death - During

Walter Reed CC Section Hospitalizati...

DeWitt Army Community Hospital
TestNIC 1
TestiCU 1
TestLAD 1

20

Count

Infectious Disease Patient Details
Patient Name Admission Date Discharge Date Length of Stay NCH Infectious Disease Status Ventilator Days

Campbell, llyssa B. 2013-08-20 2013-08-20 4.51 Isolation - With Symptoms

Jackson, Dieter B 2013-08-20 2013-08-20 4.56 Recovered - Hospitalized

Newton, Danell B 2013-04-12 2013-04-12 4.39 Death - During Hospitalization

Avila, Agnes B 2013-08-20 2013-08-20 4.36 Quarantined - Due to Contact

Santos, Olenka B 2013-04-12 2013-04-12 4.61

Spencer, Sadye B. 2013-04-12 2013-04-12 461

Mcdonald, Fannie B. 2013-08-27 2013-08-27 4.81 Death - During Hospitalization

Bradley, Arie B. 2013-08-20 2013-08-20 4.61  Quarantined - Due to Contact

Harris, Nolana B 2013-08-20 2013-08-20 4.76 Tested Positive - Discharged
10 Kelley, Alvis B 2013-04-12 2013-04-12 4.76 Recovered - Discharged
=lo] @ 6]

Prototype - subject to change when deployed
View in BrainJack:
https://brainjack.works/BIFDashboardDesigner.html?dashboardID=6CD22490-FC3E-4986-8 AB5-CA

2675AD420E

Infectious Disease Patient Count Patient Count by Status
14 14
12 12
-
S
2 8
3 8 = 8
8 Bl raiients 5 Bl ~NcH
6 = 6
[
: . . . l
. || . ||
6 4 12 8 10 A B C D E
Patients Infectious Disease Status
Patient Name Admission Discharge Date Length of NCH Infectious Ventilator Days
Date Stay Disease Status
[Column Binding] [Column [Column Binding_2] [Column [Column Binding_4] ~ [Column Binding_5]  [Column Binding_6]
Binding_1] Binding_3]
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5.1.2 Strategic View

The strategic view of the Infectious Disease Patients (Infectious Disease Strategic Tracker)
will include data from all child wards with Infectious Disease Unit Type of a selected organization.
The report will include tracking of patient status over time (admitted, tested positive, recovered,
deaths), avg length of stay, and number of ventilated days. If there are other strategic values needed
for nursing leadership they can be added to this report.

COVID_sStrategic_Patient Count
2 DHAOrg Tree
RHC Europe
RHC Central Infectious Disease Status Over Time

RHC Pacific Confirmed

= Recovered
Deaths

RHC Atlantic
Region D (Deactivated)
NCR
B 777 Test
WMSNi Test MTF - Bravo

WMSNi Test MTF - Alpha

Patient Count

Train/Test Walter Reed NMMG
Test Army Medical Center

Unit Test Labor Unit Ward 1
Test Army Community Hospital
Unit Test MTF 1
o> 0> 06,02106,0’1’06,0‘2 ,06’“,06“’?’96"6 ,o’:’ﬂ ,06’“9 c‘i‘» o(oﬂ:b 06‘7’6,06‘””],06’”’% y oc_,-‘b"

0% 0%
29 29 9 20 2 o
o 502 (0% (2 2 502 o 0" o2 2

close

9000900 0007 00 ot ;
o o087 o () T oo

COVID_Strategic_breakout_chart Infectious Disease Stats by Ward
Ward

Test M/S
WARD

Infectious Disease by Ward

Confirmec
I Recoverec
Deaths

, TestLAD

WARD

Test MBU
WARD

TestICU

WARD

Measure Count

Test M/S Test LAD Test MBU Test ICU
WARD ‘WARD WARD WARD

View in BrainJack:
https://brainjack.works/BIFDashboardDesigner.html?dashboardID=49000E5A-74E6-41D9-9922-CA7
36BFD3732
Components are:

1. Patient Count Over Time. (SUM of all child wards of selected organization)

2. Current status by Ward Chart and Table
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5 WMSNI1 Business Intelligence OLAP and Reports Module
Test Plan

History of Changes
19 October 2016 Created the initial version of this document. Linda W. Fisher
1.0 Final revisions
6 May 2020 2.0 Update to include Infectious Disease Reporting Linda W. Fisher

Page 48



Technologies

...making data meaningful

Table of Contents

1 Introduction

2 Business Intelligence Module

2.1 Delivery Test Plan
2.1.1 Prerequisites
2.1.2 Installation Instructions

2.2 Business Intelligence Module Test Plan (Analytic Reports)
Functional Testing

2.3 Business Intelligence Module Test Plan (Strategic Reports)
Functional Testing

2.4 Business Intelligence Module Test Plan (Tactical Reports)

Functional Testing

2.5 Business Intelligence Module Test Plan (IRR Reports)
Functional Testing

2.6 Business Intelligence Module Test Plan (Classification Reports)

Functional Testing

2.7 Business Intelligence Module Test Plan (Schedule Reports)

Functional Testing

2.8 Business Intelligence Module Test Plan (PAC Reports)

Functional Testing

2.9 Business Intelligence Module Test Plan (Other Reports)

Functional Testing

Page 49

O O ® ® 9 T DAL DB DR W

I e e e
NN == OO


https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.gjdgxs
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.gjdgxs
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.1fob9te
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.1fob9te
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.3znysh7
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.3znysh7
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.2et92p0
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.2et92p0
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.tyjcwt
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.tyjcwt
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.7nqa34b5271s
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.7nqa34b5271s
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.1t3h5sf
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.1t3h5sf
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.4d34og8
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.4d34og8
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.re9z8rtjaqa1
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.re9z8rtjaqa1
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.qin3537cqpav
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.qin3537cqpav
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.phhj5gc1xfdp
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.phhj5gc1xfdp
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.pcqyqmp8utng
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.pcqyqmp8utng
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.b3ukwq4ehws0
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.b3ukwq4ehws0
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.xet8dyfgoc3u
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.xet8dyfgoc3u
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.cjojpobr4k2z
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.cjojpobr4k2z
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.ajjsy4bfflvr
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.ajjsy4bfflvr
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.ujf67cj6p12j
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.ujf67cj6p12j
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.crwcub49xzb7
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.crwcub49xzb7
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.37v5ukb5npn6
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.37v5ukb5npn6
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.lfnxlgr60r0l
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.lfnxlgr60r0l
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.2mvsqqx1pkab
https://docs.google.com/document/d/1CQXSSi7oigv7RfkFYo6FpF4OOpK5GHt8/edit#heading=h.2mvsqqx1pkab

Technologies

...making data meaningful

1 Introduction

The test plan for the Business Intelligence Module is presented in the material that follows. Readers
can expect that each section will clearly explain who should perform the testing, what is being tested,
and desired test results. Most testing sections have been constructed so the user can determine if the
module is functioning as intended. Some portions of the testing may be required to be performed by
an application administrator or by a database administrator; these portions of the test plan if present
will be denoted by the Database Administrator or Application Administrator Avatars as they require
someone with WMSNIi database administrative privileges. Examples are:

e (Query Execution - running diagnostic queries,
: . . Lo
e Result Assessment - assessing the effect of scripts upon WMSNi schema objects

In the table that follows the required testing roles are presented and explained.

Role Name Description Avatar

Understands the RDBMS technologies used -

Database | to provide persistent storage for WMSNIi.
Administrator | This person must be capable of running
SQL scripts and evaluating results.

Tester:
Name: Date:

Capable in the operation of WMSNi
modules and conversant in the details of
WMSNI business intelligence. This person
should be able to manage roles, manage
patients, manage schedules, run reports, and
ensure that the functions of the system are in
agreement with information presented by
business intelligence components (charts,
traditional reports, and OLAP cubes).

Application
Administrator

Tester:
Name: Date:

Test results must be reviewed by technical personnel and a customer capable of interpreting results.
The vendor will be presented test results in an electronic format and given one business day to (1)
explain problems encountered by the testers and (2) formulate a plan for the rapid remediation of
problems. Neither the technical nor the business testers can make the final judgment on whether or not

! Database administrators will know to look for objects that may be adversely affected by the installation or
update of a PL/SQL object. E.g., the update of a package can cause triggers, other packages, and standalone
procedures to become invalid.

Page 50



Technologies

...making data meaningful
to go forward with the system; the decision must be joint. The test plan and results will be delivered to
DHA leadership.

2 Business Intelligence Module

2.1 Delivery Test Plan 3

2.1.1 Prerequisites
Ensure that any prerequisites are listed:

Delivery Assessment:

2.1.2 Installation Instructions

The vendor shall provide instructions for using installation scripts and executables for upgrading
WMSNi to . Among the things that must be present in the installation instructions are the
following

1 An explanation of each solution included in the delivery.

1 An enumeration of the files contained in the upgrade.
1 Steps that when taken will apply install the solution.

Delivery Assessment:
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2.2 Business Intelligence Module Test Plan (Analytic Reports) x

The Business Intelligence Module provides the user with the ability to retrieve information in the
WMSNIi System within minutes of being input. This section tests the system’s ability to allow the user
to build custom reports in three areas; Capacity Cube, Critical Indicator Cube, and the Patient Count
Cube. Note***Please save a screen shot of any errors received during report testing. Place in the
document following the appropriate section.

Functional Testing R

Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled Analytical

2 Reports.

|0 fsetsessofiis oot frmide oy b Gt i G e o e
4 Click on the Open OLAP Navigator Icon in the toolbar.

I e
6 Click on Organization.

I e
8 Click OK, it will appear nothing has changed. Click OK again and the table will reflect you choice.

10 Select Time from the Data Element window. Click OK again and the table will reflect you choice.

Select the desired items from the Measures list. Click OK again and the table will reflect you choice.

Passing Criteria Comments

Delivery Assessment:
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2.3 Business Intelligence Module Test Plan (Strategic Reports) ﬁ

This section tests the system’s ability to allow the user to retrieve strategic reports.

Functional Testing g

Description: BI (Strategic Reports) ***WMSN Section Monthly Report

WMSN Summary Report by Facility
Manpower Staffing Dashboard

Inpatient Nursing Summary Report
DCN Dashboard Export Report

PBAM Report
1 The user must login to the WMSNI user system using their CAC card.
2 Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled Strategic Reports.
3 Select desired report from the Strategic Reports list.

When each Report opens select the MTF, Section, and/or Unit desired and select a date if required. Reports will

4 open in a preselected format. If a date is not required the report will return the current day or most recent month(s)
of data.
5 Check each report to ensure that it provides the intended data and that the exportable functions are working.

O All areas function as intended

0 WMSN Section Monthly Report (Date Required)

O WMSN Summary Report by Facility (Date Required)
O Manpower Staffing Dashboard

O Inpatient Nursing Summary Report (Date Required)
O DCN Dashboard Export Report

O PBAM Report (Date Required)

O Infectious Disease Strategic Tracker

Delivery Assessment:
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2.4 Business Intelligence Module Test Plan (Tactical Reports) ﬁ

This section tests the system’s ability to allow the user to retrieve tactical reports.

Functional Testing ﬁ

Description: BI (Tactical Reports) *** Workload Dashboard
24 Hour Report

Patient Acuity File Listing
Ward Activity Report

Casualty Status Report

Unassessed Patient Report

1 The user must login to the WMSNIi user system using their CAC card.
2 Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled Tactical Reports.
3 Select desired report from the Tactical Reports list.

When each Report opens select the MTF, Section, and/or Unit desired and select a date if required. Reports will

4 open in a preselected format. If a date is not required the report will return the current day or most recent month(s)
of data.
5 Check each report to ensure that it provides the intended data and that the exportable functions are working.
[ ]
O Workload Dashboard

O 24 Hour Report (Date Required)
[ Patient Acuity File Listing
O All areas function as intended O Ward Activity Report
O Casualty Status Report
O Unassessed Patient Report
[ Infectious Disease Unit Status Report

Delivery Assessment:

2.5 Business Intelligence Module Test Plan (IRR Reports) g

This section tests the system’s ability to allow the user to retrieve Inter-Rater Reliability (IRR) repor
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Functional Testing g

Description: BI (IRR Reports) *** IRR Test Results

Step Inter-Rater Reliability Dashboard
IRR Command Status Report

1 The user must login to the WMSNIi user system using their CAC card.
2 Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled IRR Reports.
3 Select desired report from the IRR Reports list.

When each Report opens select the MTF, Section, and/or Unit desired and select a date if required. Reports will

4 open in a preselected format. If a date is not required the report will return the current day or most recent month(s)
of data.
5 Check each report to ensure that it provides the intended data and that the exportable functions are working.
B ]
: : O IRR Test Results
O All areas function as intended O Inter-Rater Reliability Dashboard
O IRR Command Status Report

Delivery Assessment:

2.6 Business Intelligence Module Test Plan (Classification Reports) ﬁ

This section tests the system’s ability to allow the user to retrieve classification reports.

Functional Testing g

Description: BI (Classification Reports) *** Individual Patient Acuity Classification

L LAD Inpatient Classification Report

1 The user must login to the WMSNIi user system using their CAC card.

) Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled Classification
Reports.

3 Select desired report from the Classification Reports list.
When each Report opens select the MTF, Section, and/or Unit and patient desired and select a date if required.

4 Reports will open in a preselected format. If a date is not required the report will return the current day or most
recent month(s) of data.

5 Check each report to ensure that it provides the intended data and that the exportable functions are working.
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[ Individual Patient Acuity Classification

O All areas function as intended . ; )
O LAD Inpatient Classification Report

Delivery Assessment:

2.7 Business Intelligence Module Test Plan (Schedule Reports) g

This section tests the system’s ability to allow the user to retrieve schedule reports.

Functional Testing ﬁ
Description: BI (Schedule Reports) *** Single Day Schedule

1 The user must login to the WMSNi user system using their CAC card.
2 Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled Schedule Reports.
3 Select Single Day Schedule report from the Schedule Reports list.

When the Report opens select the MTF, Section, Unit desired and select a Date. Reports will open in a preselected

4 format. Selecting a different date will provide staff for the newly entered date.

5 Check the report to ensure that it provides the intended data and that the exportable functions are working.
=]

O All areas function as intended [ Single Day Schedule (Date Reqired)

Delivery Assessment:

2.8 Business Intelligence Module Test Plan (PAC Reports) g

This section tests the system’s ability to allow the user to retrieve Post-Anesthesia Care (PAC) reports.

Functional Testing g
Description: BI (PAC Reports) *** PACS Daily Report
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1 The user must login to the WMSNI user system using their CAC card.
2 Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled PAC Reports.
3 Select PACS Daily Report from the PAC Reports list.
4 When the Report opens select the MTF, Section, Unit desired and select a Date. Reports will open in a preselected
format. Selecting a different date will provide data for the newly entered date.
5 Check the report to ensure that it provides the intended data and that the exportable functions are working.
| pans feasingCieri_____Jeommens |
O All areas function as intended O PACS Daily Report (Date Required)

Delivery Assessment:

2.9 Business Intelligence Module Test Plan (Other Reports) %

This section tests the system’s ability to allow the user to retrieve reports not contained in the other
sections. Those reports are the Scheduling Time Exceptions and the Classification Export Tool.

Functional Testing ﬁ

Description: BI (Other Reports) *** Scheduling Time Exceptions

Step Classification Export Tool

1 The user must login to the WMSNIi user system using their CAC card.

2 Once logged into the WMSNI system the user must navigate to the Reports Tab, submenu titled Other Reports.

3 Select desired report from the Other Reports list.

The Scheduling Time Exceptions report requires no additional information, it is the same each time.

4 The Classification Export Tool requires selections from the following elements: Opening and Closing Dates,
Employee, MEPRS Code, Patient, Patient Type, and Status. The report will return the data based on selected
elements for the requested time period.

5 Check each report to ensure that it provides the intended data and that the exportable functions are working.

O All areas function as intended U Scheduling Time Exceptions

[ Classification Export Tool (Date Required)
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Delivery Assessment:
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6 WMSNI1 Patient Manager Module

History of Changes

14 October 2016 0. Created the initial version of this Linda W. Fisher
document.

19 October 2016 2.0 Added LADS to document to Ensure Linda W. Fisher
Testing.

3.0 Final revisions

6 May 2020 4.0 Update to include Infectious Disease Unit Linda W. Fisher

Type
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1 Introduction

The test plan for the Patient Manager Module is presented in the material that follows.
Readers can expect that each section will clearly explain who should perform the testing, what is
being tested, and desired test results. Most testing sections have been constructed so the user can
determine if the module is functioning as intended. Some portions of the testing may be required to be
performed by an application administrator or by a database administrator; these portions of the test
plan if present will be denoted by the Database Administrator or Application Administrator Avatars as
they require someone with WMSNIi database administrative privileges. Examples are:

e (Query Execution - running diagnostic queries,
: . . .2
e Result Assessment - assessing the effect of scripts upon WMSNi schema objects

In the table that follows the required testing roles are presented and explained.

Role Name Description Avatar

Understands the RDBMS 3
Database | technologies used to provide persistent
Administrat | storage for WMSNi. This person must be

or | capable of running SQL scripts and
evaluating results.

Tester: Name: Date:

Capable in the operation of WMSNi
modules and conversant in the details of
WMSNIi business intelligence. This person
should be able to manage roles, manage

Application .
PP’ patients, manage schedules, run reports, and
Administrator . .
ensure that the functions of the system are in
agreement with information presented by
business intelligence components (charts,
traditional reports, and OLAP cubes).
Tester: Name: Date:

Test results must be reviewed by technical personnel and a customer capable of interpreting
results. The vendor will be presented test results in an electronic format and given one business day to

2 Database administrators will know to look for objects that may be adversely affected by the
installation or update of a PL/SQL object. E.g., the update of a package can cause triggers, other
packages, and standalone procedures to become invalid.
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(1) explain problems encountered by the testers and (2) formulate a plan for the rapid remediation of
problems. Neither the technical nor the business testers can make the final judgment on whether or not
to go forward with the system; the decision must be joint. The test plan and results will be delivered to
DHA leadership.

2 Patient Manager Module

2.1 Delivery Test Plan E

2.1.1 Prerequisites
Ensure that any prerequisites are listed:

Delivery

Assessment:

2.1.2 Installation Instructions

The vendor shall provide instructions for using installation scripts and executables for
upgrading WMSNI to . Among the things that must be present in the installation
instructions are the following

1 An explanation of each solution included in the delivery.

1 An enumeration of the files contained in the upgrade.
(1 Steps that when taken will apply install the solution.

Delivery

Assessment:
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2.2 Patient Manager (Admit Outpatient) Module Test Plan x

The Patient Manager Module provides the user with the ability to enter patients that are not
entered automatically via the CHCS HL7 feed. This module must function as expected to allow the
entry of patients when needed to ensure the patients are present for classification. This section tests
the system’s ability to allow the entry of an outpatient by a user via the Patient Manager.

Functional Testing g

Description (Patient Manager Admit Outpatient) Include at least one Labor & Delivery Patient to
check the LADS function.

Once logged into the WMSNI system the user must navigate to the Patient Services submenu titled
Patient Manager.

4 Select New Encounter Info Tab

6 Select Outpatient from the pop-up window.

8 Select OK to accept or cancel to exit.

10 Select the correct gender.

12 Use the calendar to select a date.

14 Start Date will automatically be filled.

16 Time selection pop-up.

18 Select the correct Service Type if different from the pre-filled service.

Admit the outpatient.

Passing Criteria Comments
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Delivery

Assessment:

2.3 Patient Manager (Admit Inpatient) Module Test Plan 8

This section tests the system’s ability to allow the entry of an inpatient by a user via the
Patient Manager.

Functional Testing g

Once logged into the WMSNI system the user must navigate to the Patient Services submenu titled
Patient Manager.

4 Select New Encounter Info Tab

6 Select Inpatient & OK from the pop-up window.

8 Enter patient name (Last, First) in patient name box.

10 Enter Birthdate in “Date-of-Birth” box.

12 Select the correct casualty status.

14 Start Time will automatically be filled. Check time.

16 Select correct FMP status.
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If the user has incorrectly entered information the “Clear Form” button may be used.

Pass Passing Criteria Comments

Delivery
Assessment:

2.4 Patient Manager (Admit Infectious Disease Inpatient) Module Test Plan
This section tests the system’s ability to allow the entry of an inpatient by a user via the
Patient Manager.

Functional Testing g

Once logged into the WMSNIi system the user must navigate to the Patient Services submenu titled
Patient Manager.

4 Select New Encounter Info Tab

5| amemwmmees |
6 Select Inpatient & OK from the pop-up window.

] smesmsmmmsE e
8 Enter patient name (Last, First) in patient name box.

I
10 Enter Birthdate in “Date-of-Birth” box.

ol seswestse |
12 Select the correct casualty status.
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14 Start Time will automatically be filled. Check time.
16 Select correct FMP status.
18 Select the Radio Button for Infectious Disease.
19 From the Dropdown select the correct Status of the Infectious Disease patient.
20 If the user has incorrectly entered information the “Clear Form” button may be used.
Passing Criteria Comments
Delivery
Assessment:

2.5 Patient Manager (Transfer) Module Test Plan x

This section tests the system’s ability to allow a user to use the Patient Manager to transfer a

patient from one ward to another.

Functional Testing R

Description (Patient Manager Transfer) *** Include at least one Labor & Delivery Patient to check the
LADS function.

Once logged into the WMSNIi system the user must navigate to the Patient Services submenu titled
Patient Manager.

4 Select Transfer Tab.

6 Check to ensure the correct patient has been selected.

8 Start Time will automatically be filled. Check time.
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Verify that “Service Type” box is correct. If not select correct service type from the dropdown menu.

Passing Criteria Comments

Delivery
Assessment:

2.6 Patient Manager (Discharge) Module Test Plan g

This section tests the system’s ability to allow the user to discharge a patient using the Patient
Manager.

Functional Testing x

Description (Patient Manager Discharge) *** Include at least one Labor & Delivery Patient to check the
LADS function.

Once logged into the WMSNI system the user must navigate to the Patient Services submenu titled
Patient Manager.

4 Select Discharge Tab.
6 Check to ensure the correct patient has been selected.

Start Time will automatically be filled. Check time.

Pass Passing Criteria Comments
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Delivery

Assessment:

2.7 Patient Manager (Edit) Module Test Plan 8

This section tests the system’s ability to allow a user to edit a patient record using the Patient
Manager. Note** Patient Register numbers cannot be edited.

Functional Testing x

Description (Patient Manager Edit * Include at least one Labor & Delivery patient to check the LADS
function.

Once logged into the WMSNIi system the user must navigate to the Patient Services submenu titled
Patient Manager.

4 Select Edit Tab.
6 Check to ensure the correct patient has been selected.

To edit date of birth, click in the “Date of Birth” box and make the correction or use the calendar pop-up
to make the correction.

10 To edit FMP status, select the “FMP Status” dropdown menu and make the correction.
12 The operations for Cancel Admission, Cancel Transfer & Cancel Discharge can only be tested on

patients admitted or transferred without a classification or a patient that has been discharged within 24 hours.

Passing Criteria Comments
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Delivery

Assessment:
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7 WMSNI Test Plan Guidance

History of Changes
22 May 2017 0. Created the initial version of this template. Robert L. Hollis
16 July 2019 0.1 Verification of this document as current. Linda W. Fisher
5 May 2020 0.2 Updated to add Infectious Disease Update Linda W. Fisher
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2 Introduction

The collection of WMSNIi test plan documents cover multiple testing scenarios, and each step of the
delivery process warrants a different category of testing. This guidance document specifies
recommendations on when to execute each category of testing. The categories are:
e Functional Testing - Testing specific functional changes for each release.
e Regression Testing - Testing the overall application to verify that software which was
previously developed and tested still performs correctly after a release.
e Critical Path Testing - Spot-check testing of key components of the application to verify

that software which was previously developed and tested still performs correctly after a
release.

3 WMSN1 Environments

In the next several sections, execution guidance is provided relative to personnel and environments.
Personnel are described as follows:
e Developers - Developers represent the group of team members who produced the fix or upgrade.
e Users - Users represent a CADRE of Subject Matter Experts (SMEs) who
understand the application through daily, operational usage.

The environments are broken out as illustrated in Figure 1. The arrows depict the flow from one
environment to the next.

A Production

FT = Functional Test
RT = Regression Test
CP = Critical Path Test

(D) = Developers

(U) = Users
" Pre-Production Test (ProdTest)
i /
1)CP (D)
2)RT (D)
Proof of Concept (POC) 4 v
aging L———— 1)cP(D)
1)FT (D)
L 2)FT(U)
anabo 3 RED)
L 1)FT (D) 1)FT (D)
2)RT (D) 2)RT (D)
3)FT (U)

Figure 1: WMSNi Environment Flow Diagram
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WMSNi Environments:
e Proof of Concept (POC)

O

Sandbox: Environment for development, tweaking, and establishment of

installation procedures.

Staging: User Acceptance Test Environment: Initial installation test bed, also

used to present initial release functionality to the Users.

e Pre-Production Test (ProdTest)
UAT: This is the final pre-production installation environment, used to ensure

(0]

that issues that could surface during the transition to the Live Production

environment are minimized or eliminated.

Gold: Intended to be a near-clone of the Production system allowing Users to test

how changes will perform when they are installed in the Live Production

environment.

e Production (Prod)

O

Live: Software in this environment is available to all WMSNI1 users.

4 Functional Test Plan
3.1 Why Execute

Each WMSNIi release includes a number of updates to the application. In many cases, application
functionality was altered to either fix a condition or improve a process. When functionality changes

for either of these reasons, the release includes a Functional Test Plan document, covering the test

steps for each functional change. These test steps reflect a set of requirements, and provide steps to

verify those requirements are met.

3.2 When to Execute

Execute the Functional Test Plan steps as follows:

Environment  Situation

Sandbox Before installation to Staging to test the update and verify test steps. Developers

Staging Before installation to UAT. Developers

UAT Before installation to Gold. Users

Gold Functional Testing prior to Production Live Release. Users
Production After transition to Live, re-verify new functionality. Developers

Live and Users
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4 Regression Test Plan
4.1 Why Execute

Each WMSN!i release includes a number of updates to the application. Any update has the potential to
affect functionality beyond the expected. Therefore, the regression test plan was drafted to provide
guidance on how to ensure functionality which was previously developed and tested still performs
correctly.

4.2 When to Execute

Execute the Regression Test Plan steps as follows:

Environment  Situation by Whom
POC Sandbox | Before installation to POC UAT to verify legacy functionality. Developers
POC UAT Before User testing in POC UAT to verify legacy functionality. Developers
ProdTest UAT | Before final transition to ProdTest Staging. Developers
IProduction After Critical Path Testing to verify legacy functionality. Developers
Live & Users

5 Critical Path Test Plan
5.1 Why Execute

Critical path testing is performed to ensure that major functionality remains operable after system
changes. This difference from regression testing in that it’s more of a high-level test. Critical Path
testing ensures that key modules remain functional, but does not dive deep into verifying accuracy of
calculations.

5.2 When to Execute

Execute the Regression Test Plan steps as follows:

Environment  Situation by Whom
UAT Before final transition to Gold to verify operability. Developers/
User
Gold Before final transition to Production Live to verify operability. Developers/
User
Production Immediately after transition to Live to verify legacy operability. Developers/
Live User
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8 WMSNi- 12¢ 2.4.7.0 R4 Production Critical Path Test Plan

History of Changes
_ - | CompDaemin | Eaer
Created the initial version of this Linda W. Fisher
November 20 16 document.
23 April 2019 0.2 Updated for Use for SE Linux Test Linda W. Fisher
30 April 2019 0.3 Updated to include WIT Linda W. Fisher
17 July 2019 0.4 Updated to include missing reports Linda W. Fisher
5 April 2020 0.5 Update to include 2.4.7.0 R4/12¢ Oracle Linda W. Fisher
DB
5 May 2020 0.6 Update to include Infectious Disease Unit Linda W. Fisher
Type

READ PRIOR TO TESTING
The tester shall replace all results screens with
results from the current test site. The expected
screen view shall not be replaced but remains as a
visual example for evaluators. The tester shall

follow the instructions provided in the test plan.

Note* Entered “Names™ of test patients and “test

wards” for use in follow-on test items.
Dates shall reflect the dates of testing.

All Pass boxes, Comments, & Delivery
Assessments shall be updated.

Update Table of Contents when document 1s
complete.
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1 Introduction

The test plan for the WMSNi Critical Path is presented in the material that follows. The
Critical Path Test Plan is a high-level test plan to ensure the functionality of major functions within
WMSNIi are performing correctly after routine system changes. Readers can expect that each section
will clearly explain who should perform the testing, what is being tested, and desired test results. Most
testing sections have been constructed so the user can determine if the module is functioning as
intended. Some portions of the testing may be required to be performed by an application
administrator or by a database administrator; these portions of the test plan, if present, will be denoted
by the Database Administrator or Application Administrator Avatars as they require someone with
WMSNi database administrative privileges. Examples are:

e Query Execution - running diagnostic queries,
: : : . .3
e Result Assessment - assessing the effect of scripts upon WMSNi schema objects

In the table that follows the required testing roles are presented and explained.

Role Name Description Avatar

Understands the RDBMS 3
Database | technologies used to provide persistent
Administrat | storage for WMSNi. This person must be

or | capable of running SQL scripts and
evaluating results.

Tester: Name: Date:

Capable in the operation of WMSNi
modules and conversant in the details of
WMSNi business intelligence. This person
should be able to manage roles, manage

Application .
PP’ patients, manage schedules, run reports, and
Administrator . .
ensure that the functions of the system are in
agreement with information presented by
business intelligence components (charts,
traditional reports, and OLAP cubes).
Tester:

Name: Date:

3 Database administrators will know to look for objects that may be adversely affected by the
installation or update of a PL/SQL object. E.g., the update of a package can cause triggers, other packages, and
standalone procedures to become invalid.
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Test results must be reviewed by technical personnel and a customer capable of interpreting
results. The vendor will be presented test results in an electronic format and given one business day to
(1) explain problems encountered by the testers and (2) formulate a plan for the rapid remediation of
problems. Neither the technical nor the business testers can make the final judgment on whether or not
to go forward with the system; the decision must be joint. The test plan and results will be delivered to
DHA leadership.

2 Critical Path Test Plan

2.1 Delivery Test Plan E

2.1.1 Prerequisites
Ensure that any prerequisites are listed: SE Linux is turned on in the operating system where
the application resides

Delivery

Assessment:

2.1.2 Installation Instructions

The vendor shall provide instructions for using installation scripts and executables for
upgrading WMSNi Certificate. Among the things that must be present in the installation instructions
are the following

Explanation of each solution included in the delivery.
Enumeration of the files contained in the upgrade.
Steps that when taken will apply install the solution.

Delivery _Version 2.4.7.0
Assessment: R4/12c
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2.2 Patient Services Critical Path Test Plan

The Patient Services Modules are where all data are entered into WMSNi. These modules
must function as expected for the purpose of data integrity and reliability. The following Test are
meant to test operability for high level quick functions testing. These tests do not test data accuracy.
More detailed testing is required to test the data input and output validation.

The test steps will return a WMSNIi screen for each test. Screenshots of correctly working
modules are provided for comparison. Please note any portions of the screens that do not populate or
any unexpected returned errors or other malfunctions. Additional screenshots are added to support the
changes in 2.4.7.0 R4 1) Print/View Schedule restoration, 2) Hospital Roster restoration, 3) Prevention
of same employee schedule time overlap, 4) Shift Manager - Start of Day - Removal of ability to
change by users, & 5) Personnel Manager — Edit employee Information — email input box — Changed
the email to commit the email address of the user to all lowercase.

Functional Testing %
Description: Patient Services Critical Paths Test Plan

The user must login to the WMSNi user system using their CAC card.
a)Startup authorized government PC/laptop/etc.... and Insert CAC for authorization
b)Startup Internet Explorer
c) Select WMSNi URL https:/wmsni.amedd.army.mil:8443
d) The User should see the WMSNi Welcome Page.
e) The User is required to read and accept the terms of usage for the system by clicking on

Click here to
_agree to all of the above and login with CAC at the bottom left of the page.
f) The User should now be on the Menu Page for WMSNIi.
2 Once logged into the WMSNI system the user must navigate to the Patient Services Tab.
3 From the submenu select the Classification Manager.

The following is the expected screen view:

Classification Manager

Classification Manager

¥ MEDCOM
> RHG Atiantic Type Status End

» RHC Central
» RHC Europe
4 » RHC Pacific
» 22z Inactive
» 22z Test

Code  Name Max  Remaks Oty NCH

3

Acuity Category. 0

000000401

Insert a screenshot of your results here:
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*4 https;//wmsni.ameddarmy.mil8443/web/wmsni/classification-manage

~ @G  Search
Classification Manager - D

@DAdd ¥ Managew | o EditControls

# Gotov

Patient

Reporting  HELP  Case Management

DHA Entorprise Server | VWMSHA ) Pak

Classification Manager

% Classification
= er

[ZP S ey 5 @F g owe e ) .

v MEDGOM

b RHC Atantic

A Patent Brveer

Name Regitart ¥ st

Classify any 3 patients. Use CIs 001 & 004. Check for anomalies.
Window closes automatically after selecting Complete.

s https//wms:

medd.army.mil8442/web/wmsni/class

ton-manage - @ ¢/ searen

Classification Manager - D

@Add Y o Mamage ¥ Fdit Controls #Goto v

Patient Services | Reporting  HELP  Case Management

DHA Enterprise Server  WMSNI ) Pati

Glassification Manager

-

et [y et = e e
N B 2otz » »

NPATIENT (ASSESSED)  GONPLETE B

e 1 — e —

« « . > » "
Gode_tame Mo Femr oty _Now
01 e sk E D
R I N |
[Rmr—— o

Patient Status correctly reflects: Ready (0 hours old). Screen Shot should show 1 minute or same time as
Previous screen. This proves that the Patient completed in the last screen has an updated Status immediately.
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¥i| httpsy//wmsni amedd.army.mil:844 3/web/wmsni/classification-manager v @ ¢ | search
Classification Manager - D.. % | L

©OAdd v P Manage v | o Edit Controls # Goto v

) £

Patient Services  Reporting  HELP  Case Management

st ) pavent Serces ) Classificalion Manager
Classification
< i b
prisei . S e
i thd o I ] e
L - Enarmone e = QT o Cra—c )

J— PO— ERR—

v mepcom e @oene | NN SN (CCTTY
» NCR Lol " - " « 18007 »
B RHC Alaria INPATIENT (ASSESSED) COMPLETE 20200402
» R et o o e
> R Euore
qoens D) 0 onrer- s cn- s
P 2z hactve T o vedsgaxt
=t

0 on s
I o)) s ety
o " o ©® © 9 o s
e v Mo romus oy wo O o w
Acuty Category 0 To 006 iological Checks X1
W — WO
0 O Mok Cous g
Premm
o

[OS —
PP —
.
ot ooerss T
‘Sava Patiert ‘op03azset i bt

The expected screen was displayed when the

Module opened as intended and appears to be . :
module opened and the issue with delayed Status

properly functioning.

update is corrected.

5 The user must login to the WMSNIi user system using their CAC card.
6 Once logged into the WMSNI system the user must navigate to the Patient Services Tab.
7 From the submenu select the Patient Manager.

The following is the expected screen view:

BIF Technologies, Corp. Development Server WMSNi Patient Services Patient Manager

WMSNi Patient Manager

‘1 Patient Manager ~}
ver 2201 R1 P e
-‘- User: Dr. Linda Fisher )
Current Time: Sait Patent Infermaton
N
[~ WMSNi Organczaton
Selected: Madigan SN PSYCHIATRY
¥ MEDCOM
> RHC Atlantic
» RHC Central
» RHC Europe
8 » RHC Pacific
» zzz Inactive Patient Number Start Date
» 22z Test
Patient Name: Stant Time:
Gender  Female v FMP Status: | “NONE™
Date of Birt: MTF: | Madigan Army Medical Center
[~ WMSN: Pasent Browse
Casuaity Status: | "NONE* v Ward
ol 4 13063 > L
. Service Type | "Unset”
Admission
Name Registrar # Status
Better. Getting 600000402 ADMITTED
Down. Lock 000000400 ADMI D

Hope, Some 000000401 ADMITTED

Save Changes  Cancel Admission = Cancel Transfer = Cancel Dis

Insert a screenshot of your results here:
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T4 hittps://wmsni.amedd.army.mil:8443/wel i/ patient-

ges ~ @ G | search

Patient Manager - DHA Ent

@Add ¥ . Manage ¥ #Gotov

Patient Services  Reporting  HELP  Case Management

DHA Enterprise Server | WMSN ) Patent Seices ) Patient Manager

<y patient Manager
it nanw Hospital
- o Lo Patient
Fosier
Gu: [Fomare R |
ose b e Test Army Metcal Center

Sarioa Type:[Unse

« o« wae b W

oo ADWTTED.

TEST SAGAOKGI0 ADWITTED save Cranges ion || Gancel Transter | | Gancel Discharge

Insert a screenshot of Hospital Roster screen results here:
The Hospital Roster is located at the Upper Right of the Patient Manager screen:
Hospital Patient Roster reports all patients for target MTF as intended.

roductic ~ @ & || Search..

7 € hitps//wmsni amedd army.mik:8443/oirt/o

I"a Patient Manager - DHA Enterp.. & wmsni.amedd.army.mil x (Y

Hospital Roster Report
“Test Army Medical Center

Registrar Number Patient Name Ward Name
00000000 Ble, Chistian A Test Labor and Delvery Ward
000000004 Test Lobor and Debvey Ward
000000005 Test Med Surge Ward
000000046 Test Hed Surge ward
lo0oo03sss Test Pychiatnc Ward
000004151 Test Poychiatric Ward

Test Pychiatic Ward

Test Med Surge Wiard
Test Psychiabic Word
Test Peychiatic Word
Test Med Surge Ward

Jemifer Cock. Test Pychiatric Ward
oy Jacobs Test Peychiatrc Ward
Smth, John Test Med Surge Ward
000008569 Smth, Paul Test Post Anesthesia Care Unit-Test Change
000008320 Mighty Mouse: Test Med Surge Ward
000008821 B, k0 Test Med Surge Ward
Thy, Apr 02, 2020 10:58 For Official Use Only - Sensitive but Unclassified"

Hospital Roster Report
Test Army Medical Center

Registrar Number Patient Name Ward Name
000008823 Summers, Scott Test Med Surge Ward
000008824 Vo, te Test Med Surge Ward
000008826 Kity Cat TestMd Surge Ward
000008827 buddy love Tect Med Surge Ward
oo Tect Med Surge War

0008E29 HapoyJoyloy Teet Med Surge Ward

DOB offset Test: Admit new patient with DOB today & FMP Status of Child 1. Get screenshot.
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A amedd.

Patient Manager - DHA Ent.

- 8¢ searh
o Manoge's . i Coniols

A Gow v
4 Page 1

Patient Services  Reporting  HELP  Case Management

Patient Manager

Hasptel
Patient

PATIENT
oonsrion o
Producton 120 P o —

wre: | Test Army Medical Center

s Test Med Surge Ward

<15 [Wedicarsugical =2
7010
Regisiare
osipns TEST.GFON 00025 ADMITTED.
waRToN TEST] ooman AOMTTED
[ TEST.AGID0N0 ADMITTED
s Visrs TESTEANADIGHD ADMITTED
e TESTBAGACKOR0 ADMITTED Cloar Fom || admit

Edit FMP Status Child 1 change to Child 2, DOB should remain the same. Get Screenshot

" hitps//wmsniamedd.armymil44 meni/patient-manager - 8 0| search
Patient Manager - DHA Ent... % | L
o Manage ¥ |/ Edit Controls fGowor
4 Page
fcrat
Patient Services  Reporting _ HE

Caso Management

DHA Enterprise Server | WHSN:

=
-

Patent Senices ) Patient Manager

Patient Manager =

Hospital
Patient
Roster

Frodwten 125
= = o
¥ R s i -
» RHC Pacific o 2 -
ozl Ser ve- | Medical/Surgical v
B 2
® © wwom © ®
e
T N LT
Pu. Ko ‘cocooes21 ADMITTED Save Changes || Cancel Admission | Cancel
e e

Test that Infectious Disease Unit Type is available and that Dropdown Infections Disease Stati are
visible when Infectious Disease Radio Button is selected.
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e = _
ver2450R1 )
4 User Or Linca Fishs o Edit New Encaunter Info

e
2020-Mar-23 16:07-58 GST

Edit Patient Information
s

[~ WMSNi Organization Srowser———————————————————
Seiected: Test ICU WARD

¥ MEDCOM -
» NCR
» RHC Atiantic
» RHC Central
» RHC Europe
» RHC Pacific
» Region D (Deactivated) Patiant Number: Start Date:
¥ zzzTest 3 -
¥ Test Army Community Hospital biear i S R
- Gencer:| Female v FMP Status: | *NONE* v
Test | AD WARD
Date of Sirth: wTF: | Test Army Community Hospital
[~ WMSNi Patient
Casuaity Staws: | *NONE™ . Ward:
“ 4 et > L]
— ® Yes O No Servica Typa: | “Unset” v
Name Registrar # R ise25e A ONE =
Test 24HR 000001233 ADMITTED = Quarantined - Due to Contact
MsP22 000001123 ADMITTED Isolation - With Symptoms
copiz 00001140 ADMITTED Tested Positive - Quarantined
copaz 000001152 ADMITTED Tested Positive - Discharged
copsz 000001153 ADMITTED Recovered - Hospitalized is | Cancel Admission = Cancel Transfer | Cancel Discharge
coipez 000001154 ADMITTED Recovered - Discharged I
ceiprz 000001185 ADMITTED Death - Durina Hosoitalization

m Passing Criteria Comments

The expected screen was displayed when the

Module opened as intended and appears to be

.. module opened. Hospital Roster functions as expected.
properly functioning.

DOB does not change with patient updates.

9 The user must login to the WMSNI user system using their CAC card.

Once logged into the WMSNI system the user must navigate to the Patient Services Tab.

From the submenu select the Personnel Manager.

The following is the expected screen view:

BIF Technologies, Corp. Development Server | WMSN Patient Services ) Personnel Manager

WMSNi Personnel Manager

Personnel Manager ~ Personnel Data Editor
ver2.2.0.1R1 =
User: Dr. Linda Fisher 3\ ‘* A x =D ¥ Adive U In-Transit U Separated
Cumrent Time:
Filter: Organization: Madligan 5N PSYCHIATRY
1 — WMSNi Organization Browser————————————— a gan gan
Selected: Madigan 5N PSYCHIATRY “ “ 1-17 of 34 » M
2 ¥ MEDCOM
» RHC Atlantic Status Last First [EMail Address Skill Level
» RHC Central
» RHC Europe ACTIVE hoeper ronald ronald.hoeper@us.army.mil Nurses Aic
> RHCPactic ACTIVE sanders barbara barbara.sanders3@us.army.mil Nurses Aic
» zzzinactive
» zzzTest ACTIVE long shannon shannon.p.long@us.army.mil Nurses Aic
ACTIVE razmek kathleen kathleen.razmek@us.army.mil Nurses Aic
ACTIVE rabino ariel ariel.rabino@us. army.mil Registered
ACTIVE whitcomb nancie nancie.whitcomb@us.army.mil Registered
ACTIVE kessie karen karen.kessie@us.army.mil Registerec
ACTIVE pierre laura laura. williams. pierre@us.army.mil Assistant (

Insert a screenshot of your results here:
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fa hitpsy//wmsniamedd army.mil:84

sni/personnel-managet

- @0 search.

Perscnnel Manager - DHA E

OAdd ¥y Manage v Edit Controls # Goto v

Patient Services | Reporting  HELP  CaseManagement

DA Enterprise Server ) WMSIS ) Patient Senves > Personnel Manager
Personnel Manager Personnel Data Edior
ver 2470 R4 — — .
= =
User Linda W Fisher G| 5] K 2 @acive DinTnsit Oseparated
2020 Apr-02 09.05.06 POT =
Filter @ Organization: Test Med Surge Ward
WASNi Organization Erowser- N o "
Selected: Test Med Surge Ward " ‘ EditEmpoyee Information N
¥ wepcon Y
» N Status. Last Fist
> RHC Atante: Last Name: America
> RHC Cental
b RHC Euope ACTIVE Collns First Name: Captain
v ainis ACTIVE Rock T
> =z hacve oc BZTON 6 ganization (Ward) | Test Med Surge Ward
v sz Tew ACTIVE Awesome Totally
¥ st e Cr ACTVE o o Service Captain
Test Laborand Dsivery Wrd ACTIVE Jones e S srienced RN Classifer
I ACTIVE Doctor The Love ol
est Post Are it Test EMail Address. INAMERICA@MAIL MIL
Crerge ACTIVE Bobo Bear d Nurse
b TranTes! Wlie R NUMG AoTivE ot foger Sl Lavat Readiness Reg L
ACTIVE Thomas JoM0 Case Manager EDIPM istered Nurse
ACTIVE Sanitzer Hand istered Nurse
ACTIVE Michaels John Save | | Cancel istered Nurse
ACTIVE Bocboo Honsy istered Nurse
ACTIVE Mouse Mickey mickeymouse@us army mil Registered Nurse
ACTIVE Mouse Mickey mickeymouse mil@mail mil Registered Nurse
ACTIVE Test User TesI@ARMY.MIL Registered Nurse
ACTIVE Ready You You Ready mil@mail mi Registered Nurse

Select an Employee. Select Edit Icon. Attempt to edit an employee email using all Uppercase letters.
The application should automatically force a lowercase email address.

"4 httpsy//wmsniamedd.army.mil&443/web/wmsni/personnel-managemen - @ O || search.
Personnel Manager - DHA E

©Add v 7 Managev | o Fdit Controls

# Goto v

Patient Services  Repoiting  HELP  Case Management

DHA Enferpeise Server ) WMSHi ) Patent Services ) Personnel Manager
9 Personnel Manager Personnel Data Editor
ver2 4.7.0 R4

rNME
User Linda W Fisher SIC AP .4

¥ Acive lin-Transit T Separated
20720-Ap=02 03 06,06 PDT =]

Filte: Organization: Test Med Surge Ward
WASNi Organization Browser
Seloctedt: Tost Mod Surge Ward “ « 1170132 » "
v uepcom
> Nor Status Last EMail Address Skill Level
b RHO Atanic
= ACTIVE America CAPTAIN AMERICA@M; Readiness Required
> AGTIVE Colin. june.Lcolins mil@mail mil Experienced RN Classifier
e ACTIVE Rock Tozman tezmon rock us@mailmil Ward Master
v ACTIVE Awesome Totally totally awesome@mail mi Head Nurse
T e e edcalCenter ACTIVE Doe John john.dos mil@mailmil Nurses fid
Tost Later and Delvery Wars ACTVE Jones, Joe joc.a joncs @mail mil Experienced RN Classifier
Foryry — ACTIVE Doctor The Love thelove doctor mil@mail mil tant OIC
Changs ACTIVE Bobo Boar bear@baba com Head Nurse
b TrainfTest Walter Reect NIMC
ACTIVE Rabbit Roger roger e rabbit mi@mail mil None
ACTIVE Thomas John thomas john@mail mil Registered Nurse
ACTIVE Saniizer Hand hand  sanitizer mil@mail mil Registered Nurse
ACTIVE Michasls John jobn.michaels civ@mal mil Registersd Nurse
ACTIVE Boabao Honey Honey baoboo mil@mail mil Registered Nurse
ACTIVE Mouse Nickey ickeymouse@us army mil Registered Nurse
ACTIVE Mouse Nickey mickeymouse mi@mail mil Registered Nurse
ACTIVE Test User LeS@ARMY MIL Registered Nurse
ACTIVE Ready You You Ready. mi@mail.mi Registered Nurso

Leave Personnel Manager and reenter to see that the email is forced to lowercase.
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¥ https://wmsni.amedd.army.mil:844 wmsni/personnel-management ~ @ ¢ Ssearch.
Personnel Manager - DHA E... X

OAdd ¥ Managew o Edit Controls # Gowo v

Patient Services  Repoiting  HELP  Case Management

OHA Enterpeie Server ) WSH ) Padent Sevces ) Personnel Manager
parsoanel Manages Personnel Data Editor
ver2470RS R
- User Linda W Fisher G = |5 | X |#o @acive OinTeansit Oseparated
2020-Apr-02 09.09:28 PDT
Filter: Organization: Test Med Surge Ward
'~ WMSNi Organization Browser a ¢ "9
Selected: Test Med Surge Ward " 4 7012 , "
v mevcon
» hor Staus Last First EMail Address Skill Lovel
+ R At
8 e ACTIVE America Captain captain america@mai mil Readiness Required
> RHG Eaope ACTIVE Collins June june | colins mil@mail mi Experianced RN Classifir
¥ R Pactc -
| e e ACTIVE Rock Tezmon tezmon rock us@mail.mi Ward Master
¥ zzzTest ACTIVE Awesome Totally totally_awesome@mail mil Head Nurse
7 e ACTUE Do soin fomdos milgmatns Nurses i
Test Labor and Delivery Ward ACTIVE Jones Joe. joe.a jones@mail mil Experienced RN Classifier
el St ACTIVE Doctor Tholove  thelovo doctormi@maimi Assistant OIC
Cha ACTIVE Bobo Bear bear@bobo.com Hoad Nurso
TranTest Wt Ro
L2 t Walter Reed NHMC ACTIVE Rabbit Roger roger e rabbit mil@mail mil None.
ACTIVE Thomas John thomas john@mal mil Registersd Nurse
AGTIVE Sanitizer Hand hand e sanitizer mil@mail mil Registered Nurse
ACTIVE Michaels John john michaels civ@mail. mil Registered Nurse
ACTIVE Booboo Honey ‘honey booboo mil@mail mil Registered Nurse
ACTIVE Mouse Mickey mickoymouso@us.army.mi Registorod Nurse
ACTIVE Mouse Mickey mickeymouse. mil@mail mil Registered Nurse.
ACTIVE Test User lest@ARMY ML Registored Nurse
ACTIVE Ready Vou Vou Ready.mil@mal.mil Registored Nurse

m Passing Criteria Comments

The expected screen was displayed when the

: module opened. Personnel Manager functions as
Module opened as intended and appears to be P o o )
.. expected. The addition of Forcing the email to be
properly functioning. . .
lowercase reverted after leaving and coming back to

the Personnel Manager.

The user must login to the WMSNI user system using their CAC card.

Once logged into the WMSNIi system the user must navigate to the Patient Services Tab.

From the submenu select the Organization Manager.

The following is the expected screen view:

Organization Manager Organization Editor
ver2470R4

User: Dr. Linda Fisher

2020-May-05 17:16.21 CST

Name: Womack Army Medical Cer Unit Type:

Abbreviation: WOMACK CHCS MTF ID: A1031.1

— WMSNI O Browser
Selected: Womack Army Medical Center
ISC’BU* (3rd Fioor) - Surgica - Zone Information: A a/New_York Bed Count:

CHCS Ward Name: Womack Army Medical Cer Shift Type:

o

» WRNMMC Matemal / Child Health
» WRNMMC Post-Anesthesia

» WRNMMC Psychiatric CONUS: v MEPRS Code:
¥ RHC Atiantic

Blanchfieid Army Community
Hospital APC UIC: W2L6AA

Eisenhower Army Medical Center
Ireland Army Community Hospital
Keller Army Community Hospital
Martin Army Community Hospital Ok Cancel
Moncriet Army Community Hospital
Winn Army Community Hospital

Organization Type: M Day Start Minutes

v

DMIS ID: 0089

YYvyvvyy

6 ¥ Womack MCN Section
Womack 3N PEDIATRICS
Womack 35 MOTHER BABY
UNIT
Womack LABOR & DELIVERY
Womack NICU
» Womack MSN Section
Womack Post Anesthesia Care
Unit
RHC Central
RHC Europe
RHC Pacific
Region D (Deactivated)
222 Test -

LA AAAJ
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Insert a screenshot of your results here:
Must select Region for Sections to appear. Add a new unit using the (+) button and filling in the fields.
Record a screenshot of the newly added unit.

Organization Manager Organization Editor
ver2.47.0R4

User: Dr. Linda Fisher

2020-May-05 17:16:21 CST

Name: Womack Army Medical Cer Unit Type:

Abbreviation: WOMACK CHCS MTF ID: A1031.1

— WMSNi O Browser

Selected: Womack Army Medical Center
ISC’BU*A‘J’U"DO"'SWQM - Zone Information:  America/New_York Bed Count

CHCS Ward Name: Womack Army Medical Cer Shift Type:

=S

» WRNMMC Matemal / Child Health
> WRNMMC Post-Anesthesia

» WRNMMC Psychiatric CONUS: Y MEPRS Code:
¥ RHC Atiantic

Blanchfield Army Community
Hospital APC UIC: W2LBAA

Organization Type: M Day Start Minutes

v

Eisenhower Army Medical Center
Ireland Army Community Hospital
Keller Army Community Hospital
Martin Army Community Hospital ok | | Gancel
Moncriet Army Community Hospital
Winn Army Community Hospital

DMIS ID: 0089

Yvvyvyy

¥ Womack MCN Section
Womack 3N PEDIATRICS
Womack 3S MOTHER BABY

Womack LABOR & DELIVERY
Womack NICU
» Womack MSN Section
Womack Post Anesthesia Care
Unit
RHC Central
RHC Europe
RHC Pacific
Region D (Deactivated)
222 Test ~

vvvwy

Use the (-) button to remove the newly added button and record a screenshot.

Organization Manager Organization Editor
ver2470R4

User: Dr. Linda Fisher

2020-May-05 17:16:21 CST

Name: Womack Army Medical Cer Unit Type:

Abbreviation: WOMACK CHCS MTF ID: A1031.1

~ WMSNI O Browser
Selected: Womack Army Medical Center
féﬁ”’”""’o"" - Surplos! - Zone Information: A a/New_York Bed Count.

CHCS Ward Name: Womack Army Medical Cer Shift Type:

o

» WRNMMC Matemal / Child Health
» WRNMMC Post-Anesthesia

» WRNMMC Psychiatric CONUS: | v MEPRS Code:
¥ RHC Atiantic

Blanchtield Army Community
Hospital APC UIC: W2L6AA

Organization Type: M Day Start Minutes

v

Eisenhower Army Medical Center
Ireland Army Community Hospital
Keller Army Community Hospital
Martin Army Community Hospital Ok Cancel
Moncriet Army Community Hospital
Winn Army Community Hospital

DMIS ID: 0089

YYVYVYVY

¥ Womack MCN Section
Womack 3N PEDIATRICS
Womack 35 MOTHER BABY
UNIT
Womack LABOR & DELIVERY
Womack NICU
» Womack MSN Section
Womack Post Anesthesia Care
Unit
RHC Central
RHC Europe
RHC Pacific
Region D (Deactivated)
22z Test >

\AAAAL

The user must login to the WMSNIi user system using their CAC card.

Once logged into the WMSNIi system the user must navigate to the Patient Services Tab.
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From the submenu select the Schedule Manager.

The following is the expected screen view:

BIF Technologies, Corp. Development Server WISH Patent Services Schedule Manager
Schedule Manager
—Schedule Settings Editor
= | Schedule Manager
ver22.0.1R1 i p— "
User Dr. Linda Fisher $15) [ ¢ 20161101 ® | |[159
2016-Nov-01 10:30:59 POT
[~ WMSNI Or Browser ~Schedule
Selected: Madigan 7N GENERAL SURGERY
2016 Wed, Nov 2 Thu, Nov 3 Fri, Nov 4 Sat, Nov 5 Sun, Nov 6 Mon, N
12 am
Madigan WARD 6§ SOUTH fam
» Madigan CC Section Z2am
» Madigan MCH Section = 3am
Maciinan Brvet drmathasin arm
4 am
5am
~ WMSNi Employee Browser———————————
6 am
N 17078 ® b 7am
8 am
Last First Float
X 9 am
Name Name Roster
10 am
Wantian  Jay —
Wu Maria noon
Liorada  Eugenio L
2pm
Johnson  Robert Ipm
Rivera Evelyn 4pm
5
Hammot  Amy o
& pm
Cooper  Taniya 7pm
View/Print All Scheduled Staff &pm
9pm
a Selected Count: 10 pm
Insert a screenshot of your input screen results here:
=) % nitps://wmsniamedd armymik443/web/wmsni/schedule-manage - 80 seaen
2 WMSNi Schedule Manager .. % | !
0 @Al Wanagev | of EditConrols 4 Gotov
Potient Sorices  Roporing  HELP  Caso Managoment
I —
‘Schedus Sttogs Eator
Schedule Manager
_— TR = e =
T E
| S0 A 0205 1304 0T I HE,
WS Organzaion Bronser Sohadu
= 2020 _ Fi A3 SANA  SnANS  MnANS  TeeArl  Wed Aw®
A
2am
-
san
[ — am

" “ 170146 ) o
X Name  Name Goster i
b America  Caplain
¥ cows e
Vi Rock  Tezmon -
O Awsom Toaly sune cotns__f s cotes
m] Doe. John "
O dones oo

som

Select 3 employees, enter each employee on the same shift for 2 consecutive days. One employee on

each 8 hour shift.

Same shift overlap: Select any employee and attempt to enter a second shift for the same employee at
the same time as an existing shift. You should receive an error message and not be allowed to create the second

same shift for the same employee.
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QO o

- @&  Serch.
WMSNi Schedule Manager .. X \ n

OAdd Y . Monage ¥ | Edit Controls

f Goto v

Reporting  HELP  Case Management

DHA Enterprise Server | WHSW ) Patent Services ) Schedule Manager

Information

RPC cal fo creaing new employee event failed

Java sql SGL ntegily ConstrainlViolalionException: ORA-
00001 unique consiaint

(WMSNOLTP EMPLOYEE_EVENT_UKI) violated ORA-
06512 at 2t

Close:

Partial Shift overlap: Select any employee and attempt to enter a second shift for the same employee at a

time that overlaps an existing shift by at least an hour. You should receive an error message and not be allowed to
create the second same shift for the same employee.

1)@= me ad o

- @0 searen.
WMSNi Schedule Manager .. X | L1

OAdd Y Manage ¥ o Edit Contiols LLAM

Patient Services  Reporting  HELP  Gasa Management

DHA Enterprise Server

VMSH ) PatentServees ) Schedule Manager

Information

RPC cal fo creating now empioyee ovent faild: The
Selocted emplyee has already been Scheduied for @
portion of this time.

Insert a screenshot of your View/Print All Schedule screen results here:

View Print Schedule: Link to Report is on the Schedule Manager page. The Report should include the

employees you created schedules for and the roll-up should report the number of employees for each shift
correctly.
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% 1)) |@ nttpsy//wmsni.amedd.army.mil:3443/birt/ou reduction=falsed es urge W 2020 ~ @ Q|| Search
F.| WMSNi Schedule Manager - D... @ wmsni.amedd.army.mil X
whsNi
Test Med Surae Ward - Two Week Schedule.
te| Mame [skil hrs|  Sun.Mar-29 | Mon.Mar-30 Tue. Mar-31 Wed Apr01 | ThuAproz | 03 Sat. Apr-03 Sun.Apr-05 | Mon. Apr-06 ToeApr07 | Wed.Apr-08 | Thun
ol 2, 2020 t 11225247 AH COT pa0e
ET] Sun. Har 29 Hon. Hor 30 Tue. Har 31 Vied. Apr-01 Thu. Apr 02 Friapr 03 Sat. Apr04 Sun. Apr 05 Hon. Apr 06 T, Apr 07 e Apr 08 T Apr 09

w o o o o 075 a7s . o . o .

N o o 0 o o 025 025 o o o o

ax 3 o 3 o o o o o o o o
500- 7300

orc o 0 o 0 o 0 o 0 o 0 o

i o o o o 1 1 o o . o .

e o o o o o o o o o o o

ax ° o ° o o o o o o o o
50007200

orc o o o o o « 0 ‘ 0 ‘

o o o o o7s ozs o o o o o
° o ° o o o o o o o o

et 2, 2020 st 1:23:47 poge

Delete employee schedule on removal of employee access: Return to Personnel Manager and place an
above scheduled employee in an InTransit Status. Return to Schedule Manager and select the same 3 employees.
The employee that you placed in InTransit Status should no longer be visible on the unit’s schedule.

"4 hitps//wmsni.amedd.amy.mil 8443/

~ @ C  Search

nnel-manage

Personnel Manager - DHA E.

QAdd v Managev [ Edit Controls ®Gowv

Patient Services | Reporting  HELP  Case Management

DHA Enterprise Server ) WMSNI ) PatintSeraces ) Personnel Manager
- Personnel Manager Personnal Data Editor
war 2470 R4 ~ =
User Linda W Fisher =5 2 K |2 acive Din-Transit Dseparated
2020-Apr02 092651 PDT
Filter: Q Organization: Test Med Surge Ward
WMSNi Organization Browser
Selocted: Test Med Surge Ward “ < 117 0i32 > "
v meDcoM
> EMail Address
b RHGAtanic
> RIC Cental
» RO Euone June Experienced RN Clas
» RHG Paitc
>z nacive Rock Tezmon tozmon rock us@mail mil Ward Master
v mTest Awesomo Totally totally awesome@mail mi Head Nurse
¥ Jesthmypecical Centr Doe John john.doe mil@mail mil Nursos Aid
Test Lavr o Jones Joe joe.a jones@mail mi Experienced RN Classifier
E— Doctor The Love thelove: doctor mil@mail mil Assistant 01
Bobo Bear bear@boto com Head Nurse
b TrainrTest Water Rocd NIMC
Rabbit Roger toger e rabbit ril@mail mil None
ACTIVE Thomas John thomas joha@mailmil Registered Nurse.
ACTIVE Sanitizer Hand hand o sanitizer mi@mail mil Registered Nurse
ACTIVE Wichaals John john.michagls.civ@mail mil Registered Nurse
ACTIVE Booboo Honey honey booboo. mil@mal mil Registered Nurse
ACTIVE Mouse Mickey mickeymouse@us ammy il Registered Nurse:
ACTIVE Mouse Mickey mickeymouse mil@mail mil Registered Nurse
ACTVE Test User tS@ARMY.MIL
ACTIVE Ready You You Reacy mil@mail mil Registered Nurse
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f httpsy//wmsni.amedd.army.mil8443/web/y - @ G || Search.
'WMSNi Schedule Manager
© OAddY . Mamgev | o EditControls
Patient Sonvices | Roportig  HELP  Case Managemont
ORA Enterprise Server VIS ) Pater Serces . Schedule Manager
Schedute Manager
— TR == | [
Uier Lnda W Fister &s) [ 2o 5
2020-Apr-02 09°30:31 PDT el | | el
yRT— seneat
Selectec: Test ed Surge Ward
¥ veocon | 102y [ 302y= IR co20 ez |
o 2020 Thu, Apr 2 Fri, Apr 3 Sat, Apr 4 Sun, Apr 5 Men, Apr 6 Tue, Apr 7 Wed, Apr &
+ G Hlarbc
]
+ G Europe
» G Pacie [emnres ]
b i
b= 2am N
¥ Test Army Medical Center 1am
> Tt =
Tea abor o Datvry W =
st Une-Test )
RETERT ) CTem— =
e taaes b o T
Last F Float Gam
X Name. Name Roster 9am
@ o e o
tom
¥ Rk Temon
® Avweson oy 1om
= Doe Jomn a
Som
T ames e =
me som
o M e

fGoto v

1A = & hups: sni.amedd.army.mil:8443/birt/outpu ct el 5C - GYN, Plastics, and Med-Surg Y]
WMSNi Schedule Manager - D.. & wmsniamedd.army.mil x [T
=
s
5C - GYN. Plastics. and Med-Sura Overflow - Two Week Schedule.
Tale] Wame Skl ]  Santrss | Hoher® | Teebad | Welhordl | Twhwtn | Ao g L o a0 | Hon At
Mrs. Korapat, 1 84 19:00 - 07:00 (RT) 10:00 - 07:00 {PREC) 10:00 - 07:00 (RT). 10:00 - 07:00 (RT).
oy
e Doty W8 w0 0BT 001500 () T TSR
N T I B L R 1500 00 )
i
(RT) 18:00 - 07:00 (RT)

W Dhigpe, WM | 8
W Chuknudose (5% | 5 1800 - 07:00 ()
Chrstopher

M. Sokoia, PN | 12 07600 1900 (RT)

tamaray, N 72 07:00- 15:00 (RT)
Jmina

W e, w6
it
M Tunde  RM | 72195000700 (R0)

23500700 (&7) -0 18000200 (RT) 1800 -07:00 (1)

- I900RT) 10010 0000 0800 (RT) 0700 15:00 (RT)

07:00 - 15:00 (R7) o7:00- 15:00 (R7) 07:00- 15:00 (7).

19000700 (K1) 15:00 -07:00 (RT) 15300 -07:00 (R7)

C

w00 pReC) 0

1900 (1)

Search,

[ e Apro7
10:00 - 07:00 (RT)

15500 -07:00 (RT)

19500 -07:00 (RT)

11500 - 19:00 (RT)

[ Weldpros | Tha A9
16:00-07:00 (RT)
07:00- 100 (RTY 0700 1600 &T) |

1S00- 0700 (1) 18:00-07:00 (RT)
o7:00 - 19:00 (RT)

07:00 - 15:00 (R7)

190007200 (R7)

o010 (R)  07:00-19:00 (k1)

R 19:00-07:00 (R7) 19:00 - 0700 (RT) 15:00-03:00 (&)

W Lenis, ® 500-2300 () 1500-2300(RT)  1500-2300(RT)  1500-200(0) 15002300 (RT) 1500 - 23:00 (1)
Wanda

W Sencr M| % 0700 HOORT) 000190 R 1600 (1) 07:00 - 19:00 (RT)
chann

. Rawiogs, C 07:00- 15:00 (RT) - 1500 (1) 07:00- 15:00 (RT) 1)
Lare

AT ben, W@ 0700 1S00(RT) 0700+ 1900 (K1) 07:00 - 1900 (RT) 07:00- 1800 (RT) 07:00 - 19:00 (k1)
Kisiina

Wi dgarente, RN 50 07600 1900 (NTPR) 000 ISR 0700- 190 RT) 0700- E0RT)  O00- 90T
Gatnerne

Wi, Feeman, RN 60 19000700 (RT) 19000700 (RT)  19:00 -07:00 (RT) 1900- 0700 (RT)  15:00-07:00 (RT)

AT Matcheon, RN 3G I900-0700(RT)  15:00- 0700 (RT) 19000700 (R7)
Karona

AT smd, Dana k| 8 H00-1900(RT)  07:00- 19:00 (NTPR) 0700 19:00 (NTPR) 0700 100 () 07:00- 1900 A1)

L TDeck A | 1207

T Zou,Bingbing Rl | 4 07:00 - 19:00 (NTPR) 07:00 - 1500 (NTPR)  07:00 - 1930 (NTPR) 07001900 (RT)  07:00- 19:00 (RT) 0700 - 19:00 (k7).

WT Keelng 7 0 (a1) 07200 - 15100 (1) 07200 - 15200 (7] o70- 150 (BT 0700 - 19:00 (k)

P2 Zoblody, WA | o1 1900 - 07:00 (&7) 1900 - 0700 (1) 19500 0700 (R1) 1900 0700 (RT)  19:00-07:00 (RT)
r

[ 2 07:00- 13:00 (RT)
naghaly

b Galega, Onell k1|60 19000700 (1) 15:00-07:00 (&T) ™

ENS Hancen, 54 19200 -07:00 (RT) 19:00-07:00 (RT) 19000700 (1) ISEODO70O(RTY 19:00 - 07:00 (RT)
tream

b Hampton, R 3 07:00- 16:00 (BREC) 0700 - 19:0 (#REC) 07:00 - 18:08 (RT)
Valene

Mo fesder, RN @) 07:00- 1500 (RT) 07:00 - 19300 (&) 0700~ 15:00 (RT) 07:00 - 19:00 (RT) 07:00- 1500 (RT) 07:00 - 15:00 (RT)
Soshanie

oS Pero, AN | 8 19:00 -07:00 (&) o700 (1) 700 (1) 1900- 0700 (1) 15:00-0700(R1)  19:00- 07:00 (RT)
s

W ounts, | B 1000-0700 (/1) 16:00- 03:00 (RT) 1000- 0700 (1) 18:00 -07:00 (21) 1900- 0700 (1) 1000700 (RT)
Daut

pige '
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Search

4 = T € hitpsy/i dd. put?_report=Sc_01_PS.rp ) )icl=-310680rg_name=5C - GYN, Plastics, and Med-Surg Overfl + @& &
"l WMSNi ] edd amy.mil <D
1126 Onet Allson w154 ] 19:00- 0700 (RT) 1900 -67:00 (R1) 19:00- 07:00 ()
W piewn e @700 1900 (1)
Conver
o Capemer, A 29 A T R S )
1 raon, ashin 08| o4 19000700 (1) 19:00- 0700 (1) 15:00 -07:00 (7} 1900-0700 (1) 19:00-07:00 (<)
e, o 1900 000 (RN) 1940~ 0700 (1) 100 0700 (RT) 150007200 () 19:00 07208 (RT) 10000700 @1 19:00- 0700 (k1)
Traze
ENS Berg Erka RN | 60 07:00-18:00 (NIB) 07:00 - 15:00 (8T) 07:00 - 18:00 (7). 07:00 - 16:00 (&T)
Deng, Alvsot R 5607:00 - 1900 (RT) 0700~ 1900 (RT) 07300~ 15:00 (1)
dmn, U 60 0700 1900 (R) 0700~ 1900 (1) 0 1900RD) 0700+ 1900 (1) o700 19:00 (1)
AT Wotes AN b SNSRI 0= 100 (NTP) 0700- 100 (NTR) | 07001900 (BT 0700 16:00 (R1) 700- 1900 ()
Giritan
AT Holeomb, R 84 07:00- 1990 (RT) 0190000 0700 DR 0:00- 1900 (RT) 701900 (R 1700+ 1900 (K1)
Giloe
AT g, W 8 100- 900 RT)  OFUNEISNNIRY EOIS0NTR 7001000 (K1) 0700+ 19:00 (k)
o T 07:00- 1900 (1)
i omaufo, R o0 IO ORNTI 19:00 - 07:00 (1) 19000700 (1) 1%00-0700(RT) 1200~ G300 (RT) 19:00- 07:00 (RT)
e, Tormeman, W 2275 72001500 (ORITY | 06385 1720 (ORNT) |
e
e raden, w1075 o= a0 omm
ety
e 2,2020 113158 A O pase 2
st
5C - GYN, Plastics, and Med-Sura Overfiow - Two Week Schedule
Shift [ Skl Sun.Mor29 | MomMor30 | TeeMardl | wed.Ape0l [ Thu Aproz PriApr03 | setApod | SunApr0s | MonApr06 | TweApr07 | WedAp0B | Thu.Apro9
T
o o 0 o 0 0 o 0 o o o 0 0
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I 15 3 3 0 15 o o . ] o o o
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1000 070
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page 3

<

The user must login to the WMSNI user system using their CAC card.

Once logged into the WMSNIi system the user must navigate to the Patient Services Tab.

From the submenu select the Shift Manager.

The following is the expected screen view:
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WMSHNi

WMSNi Shift Manager

Shift Manager
ver2201R1

User: Dr. Linda Fisher
Current Time:

o
20

Patient

T~ WMSNi Or

Selected: Madigan 7N GENERAL SURGERY
¥ MEDCOM
» RHC Atlantic
RHC Central
RHC Europe
RHC Pacific

>
>
>

Services

Shift Manager

[~ Shift Editor
4 K B swnorpay o7 v oo v
8 Hour Shifts 12 Hour Shifts
Shift 1: 07:00 - 16:00 Shift 4: 07:00 - 19:00
Shift 2: 15:00 - 23:00 Shift 5: 19:00 - 07:00
Shift 3: 23:00 - 07:00
J ‘ 1202 ’ "
Shift Number Begin Time End Time Remarks
s v 11:00 19:00
7o 11:00 23:.00

Insert a screenshot of your results here: The Shift Manager should show the Start of the Day 0700,
without the ability to change it. It should also show the Standard Shifts for any selected individual ward.

13 Howr Shifts.

8 Hour Shifts
S 1: 0700 - 1500
Skt 2 1600 - 23:00

Skt 3; 2300 - 0T:00

Skt 4 0700 - 1900

Shint & 19:00 - 07:00
¥4 https//wmsni.amedd.army.mil:8443 /web/wmsni/shift-manage ~ &8¢  search
Shift Manager - DHA Enter.. % ||
QAddy . Managev | o EditControls fGowo v
Reporng  HELP  Case Management
Shin Manager

Shift Manager S
ver 2470 RS
User. Linda W Fisher
Current Time.

Sk

WMSNi Organization Browser
Selacted: 4C - Ortho and General Surgery.

it Editor

o[ St vay: 0700

8 Hour Shifts 12 Hour Shifts

Shift 1. 07.00 - 1500 Shift 4: 07.00 - 19.00

Shift 2: 15:00 - 23:00 Shift 5: 19:00 - 07:00

v wepcom
v ner
b Ft. Belvoir Commanity Hospital St 3: 2300 - 07:00
¥ Waltor Resd National Miary Mdical q q ® a
Center 1-90f9
v WRNMMG Al Acuts Gare Shift Number Begin Time End Time Remarks
ol Surery 6 v 1100 1900
- RewoSurg, Transplant and
s T~ 10:00 2200
561, Plastcs, and Wea Sug e 1ot 15
3E - itormai Medno
W - HemstologyOncoiogy 5TV 0300 2000 shiftX
> WRNMMC Citical Care
B WRAMMC Matemal / Chid Health [10]v 12:30 2100
b WEAMC Post Anesinesia
b WRAMMC Peychistic [1ilv o700 1900
b RHC tants =
QE=D B o000 1400
b RHGEuaps 52 .00 1700 MAJ H Test Shit
> RHGPac
> zzinscte EE2 08:00 17:00 MAJ H Test Shift
> zzTes

The user must login to the WMSNIi user system using their CAC card.

From the submenu select the IRR Manager.
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The following is the expected screen view: Select a unit and select to ensure function
Haal TILSAWRVACO10 &%

e ' hittps://2142.17.18:3443/web/ /i D~ & Cenificate © || & RR Manager - BIF Technolo.
$ OAddvy OManagev | EditControls

# Goto v i

A -

Patient Services  Reporting  CaseManagement  HELP

BIF Technologies, Corp. Development Server ) WMSNi ) Paient Servizes » IRR Manager

Sttt e Ry Tesion

Pert Sarole
- RR Manager

Fatient Compiion
wsiets ez
515 UTC6 2010 Dec wsies ez
e wsipt iz
2 il « 130tz »
S Organtzzgion iowar
Selecit TestMeckSurg Ward
8 ¥ MEDCOM
> NeR Tive s End

“ ‘ rsatiee »

b RHC Atlantc
P RHC Central

[ ——

05 Funus Cracks X1

s Gtttz elp
“ ‘ [EFTI
Name Regitaton#

Powered B

= 0 o m e

Insert a screenshot of your results here: The 3 patients the user classified in the Classification Manager
should appear in the Patient Sample list.
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9 The user must login to the WMSNI user system using their CAC card.

0 Once logged into the WMSNI system the user must navigate to the Patient Services Tab.

1 From the submenu select the Role Authorization Manager.

3 The following is the expected screen view: Type a name into the Search Filter and select from the list to
2 ensure function.
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BIF Technologies, Corp. Development Server

'WMSNi Role Manager

WMSNi

Role Authorization Manager

ver 2.2.0.1R1
User: Dr. Linda Fisher
2016-Nov-01 10:41:36 PDT

Patient Services

Role Manager

— WMSNI Emp earct
“ 4 1-100f20 '* * Search Filter:
Last

Status

ACTIVE

ACTIVE Fisher
ACTIVE Fisher
INTRANSIT Fisher
ACTIVE Fisher
ACTIVE Fisher
ACTIVE Fisher
INTRANSIT Fisher
INTRANSIT Fisher
ACTIVE Fisher

First
Name

Linda
Deborah
Gayle
Angelia

Christine

Rose A
Vanessa
Garrett
Karen

Fisher Ck

Organization

RHC Atlantic

Madigan Army Medical Center
Basset MATERNAL NEWBORN UNIT
Landstuhl PEDIATRIC WARD

Martin INTENSIVE CARE UNIT

Madigan NEONATAL INTENSIVE CARE
UNIT

Madigan 25

Moncrief Post Anesthesia Care Unit
Martin INTENSIVE CARE UNIT
Evans LABOR & DELIVERY

—Selected Roles
4 4 1505 b » © ¥ Employee: Dr. Linda f
Organization Role

United States Army Medical Command
United States Army Medical Command
United States Army Medical Command
Ireland Army Community Hospital

Functional Adminis
BrainJack Adminis
Technical Administ
Functional Adminis

Insert a screenshot of your results here:

"4 https//wmsni.amedd.army.mi
Role Manager - DHA Enter.. % |

@Add ¥ 7 Manage ¥ & Edit Controls

Ireland Army Community Hospital Head Nurse
— Role Definition
“ Role:
- @ O |[ searen
A Gotov

A

Patient Services

Reporting  HELP.

DHA Enterpeise Server ) WMSNi ) Fatient Seuies | R
Role Authorization Manager
ver2470R4

User Linda VI Fisher

2020-Apr-02 10.08.51 POT

WMSN; Employee Search

K 4 17260126 SearchFiller Fi

Caso Management

ole Manager

isher

Selected Employes Roles
Ko9 1202 b

Organization

© |3 | Employee: Linda W Fisher

Role

United States Army Medical Command
a United States Army Medical Command

Status LastName  FirstName Organization
INTRANSIT Fisher Gianina Landstuhl MICU m

INTRANSIT Fisher Dawn FBCH 78 Residential Traatment Center

SEPARATED  Fisher Rabert Basset Medical Surgical Urit

INTRANSIT Fisher Rose Madigan 7 North Surgical Ward

INTRANSIT Fisher Trudylee Eisenhower Intensive Gare Unit

ACTIVE Fisher Jarvs SICU (3rd Floor)

INTRANSIT Fisher Hn SICU (3rd Floor) Role Defiition
INTRANSIT Fisher Keely Brooke SNW Pediatrc ICU -
INTRANSIT Fisher Hn SICU (3rd Floor) - Surgical ICU < Role:
ACTIVE Fisher Linda W United States Army M mmand

Technical Admiristrator

BrainJack Administrator

The user must login to the WMSNIi user system using their CAC card.

Once logged into the WMSNI system the user must navigate to the Patient Services Tab.

From the submenu select the Authentication Manager.

The following is the expected screen view: Type a name into the Search Filter and select from the list to

ensure function.
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BIF Technologies, Corp. Development Server |+ WMSNi © Patient Senvices » Authentication Manager

Authentication Manager

Authentication Manager
ver 2.2.0.1R1

User: Dr. Linda Fisher
2016-Nov-01 10:45:11 PDT

arch — CAC Credential Mk

Remove || Choose File |No file chosen U

4 4 1-100f20 »  SearchFilter: Fisher

»
|

Last First P Employee: Dr. Linda Fisher
Status Name Name Organization

E-Mail Address: brandon.vanvaerenbergh@mail.mil

ACTIVE Fisher Linda Madigan Army Medical Center CAC ID:| cN=VAN

ACTIVE Fisher Deborah Basset MATERNAL NEWBORN UNIT VAERENBERGH BRANDON.J. 14054

INTRANSIT Fisher Gayle Landstuhl PEDIATRIC WARD &, CI=ER IR, GUEFY
OU=DoD, O=U.S. Government, C=US

ACTIVE Fisher Angelia Martin INTENSIVE CARE UNIT

ACTIVE Fisher Christine Madigan NEONATAL INTENSIVE CARE

UNIT

ACTIVE Fisher Rose A. Madigan 28

INTRANSIT Fisher Vanessa Moncrief Post Anesthesia Care Unit

INTRANSIT Fisher Garrett Martin INTENSIVE CARE UNIT

ACTIVE Fisher Karen Evans LABOR & DELIVERY

Insert a screenshot of your results here:

i ©) mi nttpsy/wmsni.amedd.army.mil:¢ fwmsni/authentication-manager - @G  sercn
| WMSNi Authentication Man... X
P OAMY S Managev | & Edit Contiols #Gotov

Patient Services  Reporing  HELP  Case Management
DHA Enterprise Server  WNSH ) Patent Serviees ) Auhentication Manager

Authentication Manager

W, ver2470Ra
1 User Linda W Fisher
1] 2020Ap2 10 205 POT

WMSENI Employee Search GAG Gredential Manager
M 4 17260126 » % SearchFiter Fisher Q Remove Browse | Upload
Status LastName  FirstName  Organization Employee: [Ida W Fisher
INTRANSIT Fisher Gianina Landstuhl MICUICCISICY £ ail
INTRANSIT  Fisher Davi FBCH 73 Residential Trealmen! Cener vt v T
'SEPARATED Fisher Robert Bassett Medical Surgical Unit CACID: [CN=FISHER LINDA WILEY 11030442

. Ty 31, OU=CONTRACTOR, OU=PK]

INTRANSIT  Fisher Rose Madigan 7 North Surgical Ward SICIEE IR O,
INTRANSIT  Fisher Trudylee: Eisenhower Intensive Gare Unit
ACTIVE Fisher Jarvis SICU (3 Floor) - Surgical IEU
INTRANSIT Hn SICU (3 Floor) - Surgical 10U
INTRANSIT Keely Brooke SNW Pediatric ICU
INTRANSIT Hn SICU (3rd Floor) - Surgical IU
ACTIVE Linda W United States Army Medical Command

Passing Criteria Comments

Module opened as intended .
The expected screen was displayed when the module opened.

and appears to be properly functioning.

Delivery All modules performed as expected.
Assessment:
PASS
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2.3 Reports Critical Paths Test Plan %

The Reports Modules are where all WMSNIi reports and data outputs are performed. These
modules must function as expected for the purpose of data integrity and reliability. The following Test
are meant to test operability for high level quick functions testing. These tests do not test data
accuracy. More detailed testing is required to test the data input and output validation.

The test steps will return a WMSNI screen for each test. Screenshots of correctly working
modules are provided for comparison. Please note any portions of the screens that do not populate or
any unexpected returned errors or other malfunctions.

Functional Testing ﬁ

1 The user must login to the WMSNIi user system using their CAC card.
2 Once logged into the WMSNI system the user must navigate to the Reports Tab.
3 From the submenu select the Analytic Reporting / Capacity Cube.

The following is the expected screen view:

BIF Technologies, Corp. Development Server WMSNi Reporting Analytic Reporting Capacity Cu
Capacity Cube
WMSNI Capacity Cube

Sl|2e] Ojwisl| E|E|D|%E ] 27 L4 Bl £l8]x]

Organization
+ALL Organizations
Casualty Status

Gender FMP Status +All Casualty Statuses
+All Genders|+All FMP Statuses 399347.
Slicer:

MEDCOM For Official Use Only - Sensitive but Unclassified

Insert a screenshot of your results here:
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T hitpsy/wmsniamedd.army.mil8443/web/wmsni/capacitycube - 80| searcn
Capacity Cube - DHA Enter.. % | L]

@Add v . Managev o EditControls

A

=

f Goto v

Patient Services  Reporting  HELP  CaseManagement

DHA Enterpeise Server | WMSNI ) Reporing ) Analyic Reportng ) Capacity Cube

WMSNi Capacity Cube

SIE| Ol [E]E| DI e L2 i 2=

Time
SAll Periods
Measures.

Organization > Tol Hours Required|» Days with Data[> Avg Daily Hours Required|
“United States Army Medical Command| Ss701021 | 3.630] a7

Slicer

MEDCOM For Official Use Only - Sensitive but Unelassafied

The expected
Module opened as intended and appears to be properly functioning. screen was displayed when

the module opened.

5 The user must login to the WMSNIi user system using their CAC card.
6 Once logged into the WMSNI system the user must navigate to the Reports Tab.
7 From the submenu select the Analytic Reporting / Critical Indicator Usage Cube.

The following is the expected screen view:

BIF Technologies, Corp. Development Server  WMSNi  Reporting ' Analytic Reporting » Critical Indicator Usage Cube

Critical Indicator Usage Cube

Critical Indicator Usage Cube

S| Ojwial| EE|OfE ] 2 JF- L& bl B2

8
Time
+All Periods
Measures
Organization » Tot Occurances
+All Organizations 143.

Slicer:

MEDCOM For Official Use Only - Sensitive but Unclassified

Insert a screenshot of your results here:
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T4 hitpsy//wmsni amedd army.mil:8443 web/wmsni/ci_usage cube
Critical Indicator Usage Cub.. X

QAdlY . Managev | o Fdit Controls

A Gotow

Patient Services  Reporting  HELP  Case Management

DHA Enterprise.

WhSNi ) Reportng ) Anavic Reporing ) Critical Indicator Usage Cube

Critical Indicator Usage Cube

2L = e P el VN P 2 Y=

Time
SAIl Periods
Measures

Critical Indicator | Tot

Al izati Critical Indicators| 54755317
SADL 5103224
SCONTINUOUS 128597
SEM SUPPORT 2120031 |
SFEEDING 518106,
SIN PATIENT 7650803
SINTERVENTION 1433864 |
IV THERAPY 5101749
SMONITORING 7257447,
SNONUNIT STAFE 81292
SOUT PATIENT 276124,
SRESPIRATORY 2409007 |
STEACHING 2348440,
Srem 16458762,
SUNIT STAFF 274872
SVITAL SIGNS 3502680,

Shicer:

MEDCOM For Official Use Only - Sensitive but Unclassified

9 The user must login to the WMSNIi user system using their CAC card.

10 Once logged into the WMSNIi system the user must navigate to the Reports Tab.

11 From the submenu select the Analytic Reporting / Patient Cube.

The following is the expected screen view:

Patemcane
Panent Cuse
i Oleisi] BI810fF e <7114 Sldl B2
12 =
[+ All Periods.
==
“Grganization 0 Tot Points [+ Tot Admissions]+ Tat ot ‘Ava Daily Patients|» Avg Daily Points|+ Avg Dally Admissions [+ Avg Daily Transferred in]» Avg Daily Transferred Out]s A&
[United States Armmy Viadicel Command] w9a]  oos0] .56 are] 16] ] P | o101] FETE| 1356 |
Slicer.

MEDCOM For Official Use Only - Sansrive but Unclasified

Insert a screenshot of your results here:
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"4 httpsy//wmsni.amedd.army.mil:8443/web/wmsni/patient_cube - @ & || search..
Patient Cube - DHA Enterpr.. X
DAdd ¥ Manage ¥ # Edit Controls # Goto v

Patient Services  Reporting  HELP  Case Management

DHA Enterprise Server ) WNSNi ) Reportng ) Analyic Reporing ) Patient Cube

Patient Cube
SliE Ojl 2] EIS|DI0E ] A i 22
Time
Al Periods
Measures
Organization = Tot Pati Tot Points | Tot Admissi Tot o[> Tot Out|> Tot D "Avg Daily Patients] » Avg Daily Points|> Avg v
Daily. Daily G
issit T
1n o
United States Army Medical Command] 5,717,380, [256,080,483.5 1,354,003 497,134, 624,371 1,492,031 1.589.5 71,443, 376.5) 138
Sicer
<

The user must login to the WMSNIi user system using their CAC card.

Once logged into the WMSNI system the user must navigate to the Reports Tab.
From the submenu select the Strategic Reports / WMSN Section Monthly Report.

The following is the expected screen view: Select a Section and date and the report should populate.

Patient Servi Reporting ~ CaseManagement  HELP

DHA Enterprise Server ) WNSN | Reporing  Siategic Reporting ) WMSN Section Monthly Report

WSH Secion Norsiy Repor Parameters EEIEN D
Wit O Browser
e, Showing page 1 of 8 A PP Gotopa
v MEDCOM v
¥ NGR WMSNi
» Fi. Balvoir Community Hospital Section Monthly Report
¥ Waltor Reod National Miltary Medical
Center Welter Reed National Miltary Medical Center Month of Report: APR 20
' WRNMMC Crilcal Care NCH by Acuity by Section Patients by Acuity by Section
> WRNMMC Matemal/ Child Health
» WRNMUC Post Anesthesia 450 5
> WRNMWC Pychiatic 400 40
> RHC Atlanic 350 35
» RHC Cental 300 " 30
» RHCEuope = 280 B
» RHC Pacifc S 1
> zzz hadive z fgg I WRNMMC Adult Acut hi_ig I WENMMC Adult Acut
50 s
o - ‘l_m allx
I W NAC VO VI I NAC Y VI
Acuity Category Acuity Category
FTR Comparison by Section WMSN Required vs Scheduled FTRs by Section
con cnn

Insert a screenshot of your results here:

Page 34



Technologies

...making data meaningful

) ¥4 https.//wmsni.amedd.army.mil:8443/we of 1 - @  Search.
WMSN Section Monthly Re... X | 0
OAdd v 7 Managev | i/ FditControls # Goto v

Patient Services  Reporting  MELP  Case

agement

r ) WMSN ) Reportng ) Strategic Repor

ing ) WMSN Seclion Monthly Report

B1RT Report viewer
ENENENERE )
1o o I b b Goto page:
-
*‘; s
Socion Monthly Report

walter Reed National Mittary Medical Center

NCH by Acuity by Section Patients by Acuity by Sec
240 18
s
200 -
150 o1
i H

< I RNMNC A dult Acun F 1
80 =5
40 i

B | | - B -
W v o v
Acuiny Category Acuity Category
FTR Comparison by Section WMSN Required vs Scheduled FT/

FTRs

The user must login to the WMSNI user system using their CAC card.
Once logged into the WMSNIi system the user must navigate to the Reports Tab.
From the submenu select the Strategic Reports / WMSNi Summary Report by Facility.

The following is the expected screen view: Select an MTF and date the report should populate.

Patient Services  Reporting  CaseManagement  HELP

DHA Enterprise Serv

WMSNi ) Reportng - SeategioReporsng | WMSN Summary Report by Facility

BIRT Report Viewer

CRERENCRENE
Showing page 1 of 31 U4 b b Goto
Patients by Unit Type by Acuity
18
16 -
;; B¢
2 -
£ v
L] NAC
. 4 v
2 |
R - B | - . n
Y 1c LAD M/ OB D NIC -
Unit Type
“For Official Use Only - Sensitve but Unelassified Page  1of21

Insert a screenshot of your results here:
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i https//wmsni.amedd.army.mil:8443 /web/wmsni/s 03 _a_r ~ & @/ search.
WMSN Summary Report by... >
@Add v O Managey | / EditControls # Goto v
Patient Services  Reporting  HELP  Case Management
DHA Enterprse Server | WMSMI ) Reporing ) Statsgie Repering ) WMSN Summary Report by Facilly
CompositePromet Tee
WK Ot Eer BIRT Report Viewer
Sekciod Darat iy Modes Cror 2
v MEDCOM ENERE N
Showing page 1 of 12 di 4 b Ib Gotopage:
T
~

WMSN Summary Report by Faciity
(Darnalt army wecical Center

Patients by Unit Type by Acuity

Patients

Once logged into the WMSNI system the user must navigate to the Reports Tab.
From the submenu select the Strategic Reports / Manpower Staffing Standards Report.

The following is the expected screen view: Select an MTF and date the report should populate.

% https://wmsni.amedd.amy.milg vmsni/man

ffing -~ @ ¢ Ssearch.
ser Staffing Dashbo... X | L
\dd ¥ 'Managev [/ EditControls # Coto ¥

Patient Services  Reporting ~ CaseManagement  HELP X
DHA Enterprise Server | WMSNi » Reporiing | Strategic Reporting | Manpower Staffing Dashboard

2 Web Content Display

WHMSNi Manpower Staffing Dashboard
ver 1.7.0.7 R1

2019-May-22 19:49:03 PDT

@ll=llal
Query Parameter Prompter

it Counts Per Month

v Code (MAY 2017)

WARD: [Brooke 6E Medical Ward

/\ ‘
e N /\

Year. s
Aculty Code: [Minimal Care 1 | 1%

0 — - H =
Submit | Reset

R .
S patlenes By Mo e OEL VLl ¥ Rlerkhe W

Average Patient Count History for Selet

Acuity Code: | Daity Patient Count
MEDCOM For Offical Use Oty - emsiive bt Unciassied

MEDCOM For Official U Only

Insert a screenshot of your results here:
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)@ ™ nttps//umsniiamedd army.mil443/web/wmsni/manpower staffing - & Q| Search..
Manpower Staffing Dashbo... % | |

©Add v Managev | f EditControls A Gooy

Patient Services  Reporting  HELP  Case Management

DHA Enterprise Server ) VIMSNI ) Reporing » Sirategic Reporting ) Manpower Staffing Dasnboard

152 Web Content Display

WHSN; Manpower Staffing Dashbosrd

Voar .
Actity Code: [Acute Care (i) . \/ \\/
Submit | Resat 0 — — -

Rvanseess Bty

5 3

o
ek BabichPCudn? B b b et it 2

24 The user must login to the WMSNIi user system using their CAC card.
25 Once logged into the WMSN!i system the user must navigate to the Reports Tab.
26 From the submenu select the Strategic Reports / Inpatient Nursing Summary Report.

The following is the expected screen view: Select a unit and date the report should populate.

BIF Technologies, Corp. Development Server | WMSNi ) Reporting | Strategic Reporting ) Inpatient Nursing Summary Report

Inpatient Nursing Summary Report Parameters & — 4 X BIF iComponent J
Inpatient Nursing Sumeary Report Parameters =
- = e D
Selecied: Madigan 7N GENERAL SURGERY Showing page 1 of 1 Vi N VY Gatopage:
e -
¥ RHC Pacific - 4re
» Bassett Army Community Hospital WM
¥ Madigan Army Medical Center Inpatient Nursing Summary Repert
27 ¥ Madigan AC Section Wosphe! 5
Madigan 5N PSYCHIATRY Month of Report: JAN 2014
Madigan 6N INTERNAL MED Ward Professicnal/Parsprofessional Nursing Care FTRs
NEUROLOGY e
g 1= Hospital 5 Unit B2
Medical/Surgical Unit
Madigan WARD 6 SOUTH Paraprofessonal 1 EES
» Madigan GG Section Professonal Prey 5147
» Madigan MCH Section Totals for Unit B2: nse2 7
Madigan Post Anesthesia Care Toeals forHospial 5: nse2 L
Unit - Fri, Apr 04, 2014 12:i1 “For Official Use Only - Senstive but Unclassifed’ Page
Work Date: 2016-1001

Insert a screenshot of your results here:
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) % https: amedd army.mil:84 - @ ¢ searcn.
Inpatient Nursing Summary ... X
@Add ¥ . Manage ¥ # Edit Controls # Gotov
Pationt 5 P —
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28 The user must login to the WMSNIi user system using their CAC card.
29 Once logged into the WMSNI system the user must navigate to the Reports Tab.
30 From the submenu select the Strategic Reports / DCN Dashboard Export Report.

The following is the expected screen view:

BIF Technologies, Corp. Development Server | WMSNi | Reporting | Strategic Reporting + DCN Dashboard Export Report

BIF iComponent

BIRT Report Viewer

= s 3D

Showing page 1 of 1 4l 4 v P Gotopage:
3 l WMSNi
DCN Dashboard Export Report
clinic_dmis_id <p meprs ward patient_days total_acuity av
047 201609 ABXS Test LADS: Eisenhower B. SURGICAL WARD 9E i 2
0048 201609 ACXA Martin LABOR & DELIVERY 26 52
0089 201609 ACXC Womack LABOR & DELIVERY 16 32
0108 201609 AAXA Beaumont MED/SURG/PEDS WARD 12 2
0108 201609 ABXA Beaumont 07E/SURGICAL WARD 17 29
0108 201609 AOXB Beaumont LABOR & DELIVERY 23 36.67
0125 201609 ACXA Madigan LABOR & DELIVERY 3 6
0507 201609 ACKM Landstuhl LABOR & DELIVERY 2 4
0000 201609 ACKA Dewitt LABOR & DELIVERY 2 4
Nov 1, 2016 1:09 PM ‘For Official Use Only - Sensitive but Unclassified" Pa

Insert a screenshot of your results here:
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i  https;//wmsni.amedd.army.mil:8443/web/wmsni/dcn_dashboard_expor ~ @ O | search

DCN Dashboard Export Re.

@Add Y Managew | o Edit Controls AGotov
T

Patient Services  Repol HELP

50 Management

DHA Enterprise Server ) WHSNi ) Reportng ) StaiegicRepering ) DCN Dashboard Export Report

Campose romot Tie
BIRT Report Viewer
ERZRENE =)

Showing page 1 of 13 NI b 1P Gotopage:

DN Dashboard Export Report

meprs ward patient_days total_
80 Bassett Medical Surgical Unt am
o0 Bt MATERSAL NEVEEORN LNIT w3
80 Bassett Medical Suroical Unt: 67
a0 Basselt MATERNAL NEVAEORN LKIT 135
80 e Mol Surgical Unt 53
= Bassett 1A “ EES
e Evan: 4 E/W Mixed Hed/SurgfPeds Ward 263
06 Euans LAOR & DELIVERY 78
noc Evans MOTHER/EABY WARDS - 3¢ (MEU) 26
i Evars Inpaient Behavioral s 287
oA Evans INTENSIVE CARE UNIT
e Evan: 4 E/W Mixed Med/SurgfPeds Ward fr
108 DELIVERY w03
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i Evans Inpatient Behavioal Health 16738
Das Evans INTENSIVE CARE UNIT 5867
IBE Evan: 4 E/W Mixet Med/Surg/Peds Ward 56
06 Evan: LABOR & DELVERY a1 m 2
noc Exans MOTHER/BABY WARD - 36 (1EU) 5267 1567 29
i Evas Ingatient Behawioal Health 18 [T
DA Evars INTENSIVE CARE LT 587 257 a8
C Viger Reed WEDICINE WWARD 75 E] m 2
a0 Viater Reed CARDIOLOGY WARD 41 3 El
B0 Viater Reed STEPDOWN WARD # & 71
D65

32 The user must login to the WMSNi user system using their CAC card.
33 Once logged into the WMSNI system the user must navigate to the Reports Tab.
34 From the submenu select the Strategic Reports / PBAM Report.

The following is the expected screen view: Select 1¥ of the month date and the report should populate.

ntServices  Reporting  CaseManagement  HELS

DHA Enforprise Server ) WMSNI ) Reporing » Stategic Reporting ) PBAM Report

BIF iComponent # - 4+ x BIFiComponent

WIS 2826 Repon Paramerrs
BIRT Report Viewer

ok pee
ERCNE )
Showing page 1 of 4 44 PP Gotopage
whsni
PoAM Report
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35 s mn we o 5 Teemetry and Cardtagy 2 w053 im0
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s mR o Ao ot HATERNAL REVIBORN UNET e ) s

s mw w0 Basset Medical Surgica Unit s 5067 e
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s wR ows  aEa Beaumont 11 PSYCHIATRIC WARD 1 w57 2729

s wR ows  oa Seaumont 41U 3 10 287

s R o acc Seaumont 418 2 a5 5565

Insert a screenshot of your results here:
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36 The user must login to the WMSNi user system using their CAC card.

37 Once logged into the WMSNI system the user must navigate to the Reports Tab.

38 From the submenu select the Tactical Reports / Workload Dashboard.

The following is the expected screen view: Select a unit and the report should populate.

i T4 https://wmsni.amedd.army.mil:844 vmsni/workload-dashboard#_48_INSTANCE_xJgR05 + B G Search... p -

F4 Workioad Dashboard - DH... L

¥ OaAddv . Manage v # Edit Controls. A Goto v Linda W
gy Wi

fient Services  Reporting  CaseManagement  HELP

DHA Enforprias Servor  WHSNI . Reporting . Tactical Reparing + Workload Dashboard

[ Frame F- 4
WNSHI Warldoad Dashboara
i Rauired v Schacabed FTE for 4C - Getho and Gaarl Sur S5 Shatag by Coda for Hour 0700
2019-Juk17 13:43:36 POT - B . s b= Soraten ot testid

39

2
Al
y g ot o ol

Submit| Reset

SR

B skift¥hortage w

Rirad vz oot
[EREA——— et o .o o R
s s
2
0
H
1 20
-1 ° N W Series A ®

Insert a screenshot of your results here:
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The user must login to the WMSNi user system using their CAC card.

Once logged into the WMSNIi system the user must navigate to the Reports Tab.

From the submenu select the Tactical Reports / 24 Hour Report.

The following is the expected screen view: Select a unit and date and the report should populate.
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Insert a screenshot of your results here: Any ward that is not a WRNMMC ward
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The user must login to the WMSNIi user system using their CAC card.

Once logged into the WMSNI system the user must navigate to the Reports Tab.

From the submenu select the Tactical Reports / Patient Acuity File Listing.

The following is the expected screen view: Select a unit and the report should populate.
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The user must login to the WMSNIi user system using their CAC card.
Once logged into the WMSNI system the user must navigate to the Reports Tab.

From the submenu select the Tactical Reports / Ward Activity Report.

The following is the expected screen view: Select a unit and the report should populate.

BIF Technolagies, Corp. Development Server
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Insert a screenshot of your results here:
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The expected
screen was displayed when
the module opened.

52 The user must login to the WMSNIi user system using their CAC card.

53 Once logged into the WMSNI system the user must navigate to the Reports Tab.

54 From the submenu select the Tactical Reports / Casualty Status Report.

The following is the expected screen view: Select a unit and the report should populate.

BIF Technologies, Corp. Development Server

Casualty Status Report

s Report Pavarmeters

Reporting

Selacied Madigan TH GENERAL SURGERY
¥ MEDCOM
» RHC Allantic
» RHC Central
» RHC Europe
¥ RHC Pacific
» Bassett Army Community Hospital
5 5 ¥ Madigan Army Medical Center
¥ Madigan AC Section
Madigar CHi

Madioan WARD 6 SOUTH.

Tactical Reporiing | Casualty Status Report

F-+x BIF iComponent

BIRT Report Viewer

ERERER-EE B

Showing page 1 of 1

di 4 v v Gotopage:

Insert a screenshot of your results here:
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expected

Module opened as intended and appears to be properly functioning. screen was displayed when

the module opened.

56 The user must login to the WMSNIi user system using their CAC card.
57 Once logged into the WMSNI system the user must navigate to the Reports Tab.
58 From the submenu select the Tactical Reports / Unassessed Patient Report.

The following is the expected screen view: Select a unit and the report should populate.
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Module opened as intended and appears to be properly functioni
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From the submenu select the IRR / IRR Test Results.

The expected
screen was displayed when
the module opened.

The user must login to the WMSNI user system using their CAC card.

Once logged into the WMSNI system the user must navigate to the Reports Tab.

The following is the expected screen view: Select a unit and the report should populate.

BIF Technologies, Corp. Development Server
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Insert a screenshot of your Inpatient results here:
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Insert a screenshot of your Outpatient results here:
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The Inpatient
IRR results ran but seems
a little slow (based on

patients in IRR Module
Module opened as intended and appears to be properly functioning. Test). The expected screen

was displayed when the
Outpatient report was
opened (lack of Outpatient
data).

64 The user must login to the WMSNIi user system using their CAC card.
65 Once logged into the WMSNIi system the user must navigate to the Reports Tab.

66 From the submenu select the IRR / Inter-Rater Reliability Dashboard.
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The following is the expected screen view:
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Module opened as intended and
appears to be properly functioning.

The expected screen was displayed wh

n the module opened.

68 The user must login to the WMSNi user system using their CAC card.
69
70 From the submenu select the IRR / IRR Command Status Report.

71
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Once logged into the WMSNI system the user must navigate to the Reports Tab.

The following is the expected screen view: Select a unit, section, or MTF and the report should populate.
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BIF Technologies, Corp. Development Server | WMSNI © Reporting
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IRR Command Status Report
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Madigan 25 No IRR on File
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Madigan 35 MOTHER BABY UNIT No IRR on File
Madigan 4N PEDIATRICS No IRR on File
Madigan NEONATAL INTENSIVE CARE UNIT No IRR on File
Madigan INTERMEDIATE CARE UNIT No IRR on File

"For Official Use Only- Sensitive but Unclassified"

Mote: Dates raflect the time zone of the ward being viewsd.

ITue, Nov 01, 2016 11:55
‘

Insert a screenshot of your results here:
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Passing Criteria

Module opened as intended and
appears to be properly functioning.
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Comments

The expected screen was displayed when the module opened.

The user must login to the WMSNi user system using their CAC card.
Once logged into the WMSNI system the user must navigate to the Reports Tab.

From the submenu select the Classification / Individual Patient Acuity Classification.

The following is the expected screen view: Select a unit and a patient and the report should populate.

» ¥ Gotopage:
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pabert Second ooasoossn Reany K]
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Ready VITAL SIGNS
Lot waik onoooasts Reaey
Riectersiod 1 vital signs x1 x1 3
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Insert a screenshot of your results here:
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Module opened as intended and

. The expected screen was displayed when the module opened.
appears to be properly functioning.

76 The user must login to the WMSNIi user system using their CAC card.
77 Once logged into the WMSNIi system the user must navigate to the Reports Tab.
78 From the submenu select the Classification / LAD Inpatient Classification Report.

The following is the expected screen view: Select an L&D unit and a patient and the report should
populate.

BIF Technologies, Corp. Dev IMSN LAD Inpatient Classification Report
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Insert a screenshot of your results here:
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Comments

The expected
screen was displayed when
the module opened. A
Labor & Delivery patient
is only visible if there is a
remaining unclassified

journal day. Working to

Module opened as intended and appears to be properly functioning.

change the Patient
Browser to show all active
patients. Works but patient
is not visible if all Journals
are classified. It is unclear
if the patients have been
classified.

The user must login to the WMSNIi user system using their CAC card.
Once logged into the WMSNI system the user must navigate to the Reports Tab.
From the submenu select the Schedule / Single Day Schedule.

The following is the expected screen view: Select a unit and a date and the report should populate.

BIF Technologies, Corp. Development Server © WMSHi | Reporting » Schedule » Single Day Schedule
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Insert a screenshot of your results here:
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The expected
Module opened as intended and appears to be properly functioning. screen was displayed when

the module opened.

The user must login to the WMSNIi user system using their CAC card.
Once logged into the WMSNI system the user must navigate to the Reports Tab.

From the submenu select the PAC Reports / PACS Daily Report.

The following is the expected screen view: Select a PACS unit and a date and the report should populate.

> Bassett Army Community Hospital
¥ Madigan Army Medical Cantar
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» Madigan MCH Section

87

» Seoul 12151 CSH
= Trinler Army Madical Cantar

Work Date: 20161101

Madigan Army Medical Center

Patients by Staff &
Anesthesia Type

DCH by Staff & Anesthesia Type

BIF Technologies, Corp. Development Server WMSNi Reporting PAC Reports PACS Daily Report
PACS Daily Report # - + x| BIFiComponent
BIRT Report Viewer
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Insert a screenshot of your results here:

Report no longer used. Not Tested.

Module opened as intended and appears to be properly functioning.

£ 3 Thiseh a 5
2 This chan contains no data. a #chan contaias oo duns o This chat contain
T
T
Type Type skill
Anesthesla Counts and NCH by Staff and Anesthesia Type
PACU/Non PACU  General/Local Patient Count DCH NCH

his report is no

88

89

90

longer used.

The user must login to the WMSNI user system using their CAC card.
Once logged into the WMSNI system the user must navigate to the Reports Tab.

From the submenu select the Other Reports / Scheduling Time Exceptions.
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The following is the expected screen view:

BIF Technologies, Corp. Development Server 1SN
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Reporting

Other Reports

Scheduling Time Exceptions

BIRT Report Viewer
R RE NI )

Showing page 1 of 2

9 4 PP cotopage:

Insert a screenshot of your results here:

i Fi httpsy//wmsni.amedd.army.mil:6443/web/v

Scheduling Time Exception.. % | |
| oady

Manage ¥ | o/ Edit Controls

nsni/exception_report

WMSNi
Schedulina Time Exceptions Report
Code Name Readiness Extra Duty Available Military  Civilian Description
category: oTHER WoRK

PT Physical Traning ¥ N N ¥ N Physical fitness. Organized unt PT (place of duty) during normal duty
hours. Does not include indivicual PT time.

™ Training Holiday N N N ¥ N MILITARY OTHER- training holidays, pass, paternity leave (Assigned
Milkary Only)

™6 Medical and Non-Medical Education N N N v ¥ Medical Staff Training (Staff attending training). Birth month medical and
d Training non-medical training; Back to Basics; time spent learning, attending and
participating in formal skill self development courses/programs supporbng
continuing education, i.e., CPR, ATLS, ACLS, HIPPA, local of TDY, C02,
Ethics, OPSEC, POSH, attending in house or local in-service and other
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TRNR  Teaching - Medical and Non-Medical N N ¥ ¥ ¥ Teaching medical and non-medical raining-indiudes bfe support training,
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HSPT Humanitarian Support N N N Y Y Humanitarian Support for MEDRETE (Regardless of location)

1 MTF Joint Commission Time N N Y v Y Personnel assigned to an inpatient or outpatient (A or B MEPR/FCC code)
when they attend formal Joint Commission meetings outside their work
centar

LADM Leadership - Admin Time N N N Y ¥ Clinical Nurse OIC/Asst  and NCOIC only administrative time and
functions. Includes clinic meeting, supervisory duties, evaluations and

Y]

Search

# Gotow
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Passing Criteria

Module opened as intended and appears to be properly functioning.
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Comments

The expected

screen was displayed when

the module opened.

The user must login to the WMSNIi user system using their CAC card.

Once logged into the WMSNI system the user must navigate to the Reports Tab.

From the submenu select the Other Reports / Classification Data Export.
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The following is the expected screen view: Select items from the dropdowns, then click the run button

and the report should populate. The lists are expanded in this view.
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Insert a screenshot of your results here:
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Report opens but
does not display data when
run. Know issue. Excel

export worked.

Once logged into the WMSNIi system the user must navigate to the HELP Tab.

The following is the expected screen view: Select an MTF and date the report should populate.
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4__FOR INFORMATION ABOUT THIS DOCUMENT CONTACT:

About this manual

The primary purpase of this manual is to provide the user of WMSNi 2.0 how to instruction for basic system functionality and to be a reference for the user.

This manual also serves these purposes:

Provides the history and purpose of the WMSN; 2.0 system.
Provides descriptions of fields, basic navigation techniques, and report use.

Gives step by ion on how 16 use each the WMSNi 2.0 system

ins, common use issues, and implications for nursing practice for each module within the WMSNi 2.0 system.

®  Provides information on data orig

1 WMSNi 2.0 OVERVIEW

Insert a screenshot of your results here:
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2 Classification
Clazsification is the most important module wi

iin WMSNi 2.0. The data entered in the Classification Module determines the other system autputs and directly affects patient outcomes because it informs the sta

Upon campletion of Section 2, the student will:
the inpatient setting and the impact on nursing practice and manpower/staffing.

© teamthe
© Leam e corret stepsfor WS 2.0 deta .

+ Beginsing WMSNI 2.0 for data input immediately after training.
+ Understand and ing p
2.1Data Origil Input Issues/ for Nursing Practice

ince the user has learned how ta input patient classifications, there are often questions raised by the user. Some of those questions are: How was this system developed and why, what are common fssues with cla:
the user avoid those issues, and what are the implications of data input on my nursing practice and patient outcomes?

241 Classification Manager Data Origins
To understand the importance of correctly entering WMSNi 2.0 Data, the user must understand how data are created and why. The history of the i impor
are located in Seetion 1.1.
The data available in WIVISNi s created thiough the data input nto three major madules within WMISNi 2.0. The classification manager is where CriialIndicators (CI) are sfected and quantitiesare nput prospect
outpatients in the i of the Cls and the number of quantities entered for each Cl results in the Nursing Care Hours required during a 24-hour periad for each patier

informatior

10 Reportr
11 Case Management / WHMSNI3
12 Video Gallery

day. The resulting aggregation of the hours for all the patients on a unit, for a selected day, provides the required staffing and skill mix to deliver the care on the unit for the selected 24-hour period.

Also found within the classification manager is the LADS (Labor and Delivery} Tab where Cis are selected, and for A LADS patient is considered an outpatient u
newborn. After the newborn(s) is/are delivered, the mother and infant(s) ara treated as separate patients asinpatients. Other of laber checks and patients who visit the labor area for
The selection of the Cls and the number of quantities entered for each Cl results in the Nursing Care Hours required during a 24-hour period, for each patient cared for, on a selected day. The resulting aggregation of t
patients on a LADS unit, for a selected day, provide the required staffing and skill mix to deliver the care on the unit for the selected 24-hour period.

The entry of data, based on CI selection, for all patients, is accom plished within the Classification Module. This makes the Classification module the single most important module within the system when determini

‘educational efforts and resources.
The Schedule module is where the unit's individual nursing staff's work schedules are entered. If properly entered, module willp Jud v nursi ere available and
staff selected shift on unit Having the schedule information allows the system to q enhancing d ki

The Patient Manager Module may also affect the data within WIMSNi 2.0 when patients are entered and not dlassified or patients who should have been entered were not. The most often data impacting occurren

he i ible is the best way to avoid lost workload. Gutpatients should be classified as close as possible to their discharge and the LADS patients eac

t classified. Classifying
a patient, they must appear on the patient management

as dlose to their admissi

Patients appear on the patient management list from one of two sources, they are automatically enterad by a unidirectional link with the Composite Health Care System (CHCS) or they are manually input by the nu
Management Section 4).

The data from these 3 modules will provide the patient lists, Required Nursing Care Hours (NCH) and the NCHs Available (Staffing), to include the skill levels required, for a selected unit to provide care to the patien

Comments

.. Help document
properly functioning. . I
displays as expected.

Once logged into the WMSNIi system the user must locate the Video message on the entry screen.

103

The following is the expected screen view: Select an MTF and date the report should populate.
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7, milSuite

| AGREE

| agree to adhere to the milSuite User Agreement and the below terms and conditions:
milSuite Help and Support

Disclaimer

YOU ARE ACCESSING A U.S. GOVERNMENT (USG) INFORMATION SYSTEM (IS) THAT IS PROVIDED FOR USG-AUTHORIZED USE OB

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this 1S for purposes including, but not limited to, penetration testing, COM:
monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and ma
disclosed or used for any USG-authorized purpose.

This 18 includes security measures (e.g., authentication and access controls) to protect USG interests - not for your personal benefit or priva

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of the contel
privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and
assistants. Such communications and work product are private and confidential. See User Agreement for details

Privacy Act Statement

= AUTHORITY: 10 U.S.C. 3013, Secretary of the Army; Department of Defense Instruction 8500.01, Cybersecurity; Army Regulation 25-1, £
Information Technology; Army Regulation 25-2, Information Assurance.

Insert a screenshot of your results here:

milsuite.mil%3A443%2Fvideo%2Fseard

12) milSuite

@ nhitpsy//loginmilsuite.mil/ 7goto=ntips%3A%2F%

- @ C  search.

@ milsuite Login x |[

| AGREE

Iagree 1o adhere o the milSuie User Agreement and the below terms and conditions:
milSuite Help and Support

Disclaimer
YOU ARE ACCESSING A U.S. GOVERNMENT (USG) INFORMATION SYSTEM (1S) THAT IS PROVIDED FOR USG-AUTHORIZED USE ONLY.
By Using this IS (which includes any device attached t this 1S). you consent to the following conditions:

- The USG routinely intercepts and monitor
mernitoring, network operations and defensy

ommunications on this IS for purposes including, but not limited to, penelration testing, COMSEC
persannel misconduct (PM), law enforcement (LE), and 0

- Atany time, the USG may Inspect and seize data stored on s IS

- Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose.

- This I Includes security measures (¢.g., aulnentication and access controls) to protect USG Interests - nat for your personal beneft or privacy
« Notwilhstanding the above, using this IS does nol constitute consent (o PM, LE or CI investigative searching or monitoring of the confent of

privileged communications, or work product, related to personal representation o services by attomeys, psychotherapists, or clergy, and their
assistants. Such communicalions and work product are privale and confidential. See User Agreement for details

Privacy Act Statement

~ AUTHORITY" 10 US.C. 3013, Secretary of the Army; Department of Defense Instruction 850001, Cybersecurtty; Army Regulation 25-1, Army
Information Technology. Army Regulation 25-2, Army Cybersecuriy

- PURPOSE: The purpose of milSuite is to provide a collection of social business tools for Depariment of Defense (DoD) personnel (Common
Access Card (CAC) enabled approved) thal faciitales professional networking, leaming, and innovation thiough knowledge sharing and
collaboration. This system connects Miltary, DoD Civilian, and DoD Gontracior personnel from across the DoD enterprise and provides
individuals, units, and organialions a platior 1o quickly and easily build 0ols and business processes 1o support execuion of the mission
Access is controlled based on individual needs for Specific types of information. Statistical data, with all personal identifiers removed, may be
used by management for system efliciency, workioad calculation, or reporting purposes. miSulte registers users and displays data from

Defense Manpower Data Center's (DMDC) Defense Enroliment Eligibiity Reporting System (DEERS), e.g. name, basic employment information
(work phone, address, emall), and allows users 1o post profile pictures to Nelp bulld their professional network across the milSulte piatiorm with
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) |0  nitps.//www.milsuite.mil /video/search ~ @ Ssearch
D milTube Search
#HoQ
> milTube - B spsavise

Search Options
2 resuts

—_ = = T ua — -

-& .& -L &

WMSNi Admitting an WMSNi Classifying an WMSNi Authentication WMSNi IRR Manager

Inpatient Inpatient Manager ver

Joshua coumoyer
Uploaded 1 year ago
109 views

'WMSNi Classifying an WMSNi Schedule Manager WMSNi Role Manager

Outpatient i
upk
n

Uploaded 1year ago
2 views

.L 02 ) ‘&

WMSNi Transferring an WMSNi Admitting an WMSNi Patient Reports WMSNi View/Print WMSNi Discharging an
Inpatient Outpatient (individual Patient Acuit..  Schedule Report Inpatient

josh

ou G wa [~ |

Help Manual

displays as expected.
Videos will not connect
from ITC.

Delivery Issues:
Assessment: 1) 2 of 3 Dashboards not working (Manpower Staffing & Workload
PASS Dashboards. There were issues with these prior to the 12¢ update.

2) The Classification Data Export accepts selections but does not render a
report, this behavior was present prior to the 12c update.

3) The Inpatient LAD Individual Classification report appears to run but
patients are not available for selection — known issue.
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9 IDUT Release Plan Example Only

Overview

Short summary specifying the objective to be accomplished by the document. Key
points for the reader are mentioned in this section.

Table of Contents

Overview

Deployment Summary
1.1 Technical Summary: Version x.x.x
[.1.1 Item 1
1.1.2 Item 2
1.2 Contents
1.2.2 XXXX.sql

Deployment Instructions
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1 Deployment Summary

1.1 Technical Summary: Version x.x.x
A description and the delivery method of each item in the release. What are you
fixing/changing/updating?
What are the artifacts being delivered to provide that fix?
1. Item 1
2. Item?2
3. Etc...

1.1.1 Item 1

Version Number: x.x.x.x OR N/A

Description: Includes

Delivery Method: [SQL DML, SQL DDL, .war deployment, .jar deployment]
SHA 256:

1.1.2 Item 2

Version Number: x.x.x.x OR N/A

Description: Includes

Delivery Method: [SQL DML, SQL DDL, .war deployment, .jar deployment]
SHA 256:

2 Installation Instructions

The following are examples of potential deployment exercises.

1)

2)

3)

2.1 Retrieving Artifacts
The above have been provided via TFS.

2.2 Installation Steps

NOTE:
1) Download/move above artifacts to the working environment from TFS.
2)

2.3 RPTDESIGN File Deployment Instructions

NOTE:
Copy report files into an installation directory and execute subsequent commands
from the installation directory.
Copy existing BIRT reports directory (for use in rolling back)
$ sudo -i cp -R /var/webapps/birt/bif \
/var/webapps/birt/bif.pre*release™. BAK

Confirm that the new directory exists
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$ sudo -i Is -1t /var/webapps/birt/bif.pre*release*. BAK

Give ownership of report files to insight

$ sudo -i chown insight:insight ~/* rptdesign

Copy all .rptdesign files to reports directory

$ sudo -i mv ~/*.rptdesign /var/webapps/birt/bif/

Execute shell script to update report database connection details. Be prepared to
interactively supply the database password, database IP address, database SID, and
the path to the reports directory.

$ sudo -i /opt/insight/server/set_report URL plus_enc pw.sh

2.4 Pre-deployment Preparation

Shutdown TomCat

$ sudo -1 /opt/insight/server/bin/shutdown.sh

Rename the log file

$ sudo -i mv /opt/insight/server/logs/catalina.out \
/opt/insight/server/logs/catalina_out $(date \
+%0Y-%0m-%0d_%0k%0M).txt

Backup existing wmsn2.war file (for use in rolling back).
$ sudo -i mv /var/webapps/wmsn2.war \
/var/webapps/brainjack.pre2.4.7R1.war.BAK

Give ownership of the file to insight
$ sudo -i chown insight:insight ~/* war

2.5 WAR File Deployment Instructions

Remove the wmsn2 deployment directory.
$ sudo -i rm -rf /var/webapps/wmsn2
Deploy the new WAR files to the webapps directory.

$ sudo -i mv ~/wmsn2.war /var/webapps/wmsn2.war

2.6 JAR File Deployment Instructions

Copy jar files from CD into an installation directory and execute subsequent
commands from the installation directory.

Copy existing java library directory (for use in rolling back)

$ sudo -i cp -R /opt/insight/server/lib /opt/insight/server/lib.pre*release*. BAK
Confirm that the new directory exists

$ sudo -i Is -1t /opt/insight/server/lib.pre*release* BAK

Give ownership of jar files to insight

$ sudo -i chown insight:insight ~/* jar

Copy all .jar files to lib directory

$ sudo -1 mv ~/* jar /opt/insight/server/lib/

Stop the tomcat server

$ sudo -1 /opt/insight/server/bin/shutdown.sh
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7) Restart the tomcat server
$ sudo -i /opt/insight/server/bin/startup.sh
8) Monitor server startup
$ sudo -i tail -f -n 200 /opt/insight/server/logs/catalina.out

2.7 SQL File Deployment Instructions

1) Back-up the database.
2) Copy contents of the sql directory on TFS to an installation directory on the
database server. Execute subsequent commands from that directory location.
3) Execute the driver SQL script.
$ sqlplus / as sysdba @*File Name*.sql
4) Examine logs directory for errors.
crt_ccl core.log
sql resource *.log
compile wmsni_schemas_report_errors.log
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